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Question 1: What is a blockchain?

D: A centralized ledgerC: A type of cryptocurrency

B: An exchangeA:
A distributed ledger on a 

peer to peer network
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Question 2: What is immutability?

D:
Peer to peer digital ledger 

of transactions
C:

Data in a block cannot be 

tampered with

B:
Majority of the nodes need 

to come to a consensus
A:

Running without the 

concept of “human trust”



UNCLASSIFIED (PUBLIC)

Question 2: What is immutability?

D:
Peer to peer digital ledger 

of transactions
C:

Data in a block in cannot 

be tampered with

B:
Majority of the nodes need 

to come to a consensus
A:

Running without the 

concept of “human trust”



UNCLASSIFIED (PUBLIC)

Question 3: Which industry can benefit from blockchain

D: All of the aboveC: Energy 

B: Ecommerce / RetailA: Government & Regulatory
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There are many topics where Blockchain can be utilized for supply chain 
management processes

Immutability of 
data

Reach consensus 
amongst partners 

in the supply 
chain network

Eliminate 
intermediaries for 

freight bill audit 
(FBA)

Arrange for 
automatic duty 

drawbacks

Trusted network



UNCLASSIFIED (PUBLIC)

Industry Challenge #1:
Costs incurred by necessity of auditing freight bills

COMPLEXITY ERRORS AUDITING

• Many types of (sur)charges

• Additional charges incurred 
during shipment life-cycle

• Many parties leading to in-
transparency

• Unintentional invoicing errors 

• Potential overcharging

• Need for separate invoice 
checking process

• Shippers employ freight bill 
auditors 

• But incur costs for their 
services
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DPDHL’s Blockchain Solution to Industry Challenge #1: 
Automated invoicing and settlement based on immutable digital documentation

Agreements on rate cards, ad-
hoc quotes or project costs are 

stored on Blockchain

Pre-Agreement1

Additional charges are 
processed near real-time & pre-

agreed on Blockchain

Real-Time Transactions2

Upon proof of delivery or 
project completion charges are 
automatically settled through 

Blockchain smart contract 

Settlement3

Consensus Documentation Consensus Documentation Execution

Immutable records of all rates, charges and transactions

Automated and correct invoicing and settlement of all charges
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DPDHL’s Blockchain Solution to Industry Challenge #1: 
Front-end user screens are connected to the Blockchain layer for data 
visualization – DASHBOARD
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Industry Challenge #2:
Costs incurred by relying on 5PL intermediaries for shipment visibility

MULTI-CARRIER SOURCING FRAGMENTED VISIBILITY INTERMEDIARIES (5PLs)

Best rates

Reduced dependencies 

Hedge against capacity limits

Complexity of shipment 
visibility 

No holistic overview across 
carriers

Intermediary offerings (5PLs) 
have sprung up charging for 

centralized shipment visibility
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DPDHL’s Blockchain Solution to Industry Challenge #2: 
An Information Logistics Provision (ILP) solution to minimize need for 5PLs

DPDHL and non-DPDHL 
shipments info is securely 
stored on the Blockchain

Decentralization = no single 
owner of the data

Data Capture1

The Blockchain consolidates all 
data and maintains the highest 

level of security

Data Consolidation2

The data is disclosed on a “need 
to know” basis through role 
based access control (RBAC)

Data Access3

Integration of a vast and growing decentral network of logistics actors

Reduction of shipment visibility complexity through superior information 
and transparency
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DPDHL’s Blockchain Solution to Industry Challenge #2: 
Front-end user screens are connected to the Blockchain layer for data 
visualization – DASHBOARD
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DPDHL’s Blockchain Solution to Industry Challenge #1: 
xxx

MOT = Mode of Transport
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Q&A
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A Blockchain deployment is a journey that requires a step by step approach…

G
e

n
e

ri
c

Complex topic resulting 
in challenges in 
communication

Documentation on 
governance model(s) 

and tech setup required

Collaboration amongst 
partners in the network 

is key

S
p

e
ci

fi
c

Stakeholder 
management needed to 
keep everyone on board

Before the start, check if 
Blockchain is the right 

way forward 

Service agreements 
need to be formalized 

into legal 
contracts/SLAs

… with opportunities for continuous improvements

The challenges of Business Change 
needs focus to manage it properly

Training, education and communication 
needs to be part of project

General adaptation of a Blockchain solution

Facilitates a network of multiple partners

Concerted Blockchain initiatives with multiple partners 
are inherent to a blockchain based deployment

Lessons learned when applying Blockchain technologies
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Immutability of 
data

Reach consensus 
amongst partners 

in the supply 
chain network

Eliminate 
intermediaries for 

freight bill audit 
(FBA)

Arrange for 
automatic duty 

drawbacks

Trusted network

There are many topics where Blockchain can be utilized for supply chain 
management processes



UNCLASSIFIED (PUBLIC)

DPDHL Group | Energy MEA Regional Conference | Group Blockchain CoE | March 2022 22

COMPLEXITY ERRORS AUDITING

• Many types of (sur)charges
• Additional charges incurred 

during shipment life-cycle
• Many parties in the network 

leading to in-transparency

• Unintentional invoicing errors 
• Potential overcharging
• Need for separate invoice 

checking process

• Shippers employ freight bill 
auditors 

• But incur costs for their 
services

Industry Challenge #1: 
Costs incurred by necessity of auditing freight bills
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DPDHL’s Blockchain Solution to Industry Challenge #1:
Automated invoicing and settlement based on immutable digital documentation

Agreements on rate cards, ad-hoc 
quotes or project costs are stored on 

Blockchain

Pre-Agreement1

Any additional charges are processed 
near real-time & pre-agreed on 

Blockchain

Real-Time Transactions2

Upon proof of delivery or project 
completion charges are automatically 

settled through Blockchain smart 
contract 

Settlement3

Consensus Documentation Consensus Documentation Execution

Immutable records of all rates, charges and transactions

Automated and correct invoicing and settlement of all charges
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Front-end user screens are connected to the Blockchain layer for data 
visualization (Challenge #1):
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MULTI-CARRIER SOURCING FRAGMENTED VISIBILITY INTERMEDIARIES (5PLs)

• Shippers apply a multi-carrier 
sourcing strategy, e.g. to get the 
best rates, reduce dependencies 
and hedge against capacity limits

• But each carrier presents their data 
in a specific manner 

• This fragmentation drives the 
complexity of shipment visibility

• There is no holistic overview across 
carriers

• As a consequence, intermediary 
offerings (5PLs) have sprung up

• But they charge for shipment 
visibility as a value added 

(centralized) service

Industry Challenge #2: 
Costs incurred by relying on 5PL intermediaries for shipment visibility

?
5PL
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• Integration of a vast and growing 
decentral network of logistics 
actors

• Reduction of shipment visibility 
complexity through superior 
information and transparency

DPDHL’s Blockchain Solution to Industry Challenge #2:
An Information Logistics Provision (ILP) solution to minimize 5PL needs

BLOCKCHAIN SOLUTION

• Data of both DPDHL and non-
DPDHL shipments is securely 

stored on the Blockchain
• As a consequence of this 

decentralization, there is no single 
owner of the data

Data Capture1

• The Blockchain consolidates all 
data

• Orchestrates the automated 
distribution of data and maintains 

the highest level of security

Data Consolidation2

• Through role based access control 
(RBAC), the solution ensures that 

only those partners that have valid 
access rights can access the data

• The data is disclosed on a “need to 
know” basis only

Data Access3
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Front-end user screens are connected to the Blockchain layer for data 
visualization (Challenge #2)
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Front-end user screens are connected to the Blockchain layer for data 
visualization (Challenge #2)

MOT = Mode of Transport
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A Blockchain deployment is a journey that requires a step by step approach…

G
e

n
e

ri
c

Complex topic resulting 
in challenges in 
communication

Documentation on 
governance model(s) 

and tech setup required

Collaboration amongst 
partners in the network 

is key

S
p

e
ci

fi
c

Stakeholder 
management needed to 
keep everyone on board

Before the start, check if 
Blockchain is the right 

way forward 

Service agreements 
need to be formalized 

into legal 
contracts/SLAs

… with opportunities for continuous improvements

The challenges of Business Change 
needs focus to manage it properly

Training, education and communication 
needs to be part of project

General adaptation of a Blockchain solution

Facilitates a network of multiple partners

Concerted Blockchain initiatives with multiple partners 
are inherent to a blockchain based deployment

Lessons learned when applying Blockchain technologies
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