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DHL Korea Co., Ltd. Privacy Policy 
 

DHL Korea Co., Ltd. (the “Company” or “DHL Korea”) is in compliance with the provisions 
applicable to personal information processors and online service providers under the applicable 
privacy laws, including the Personal Information Protection Act (the “PIPA”), the Act on 
Promotion of Information and Communications Network Utilization and Information Protection, 
Etc. (the “Network Act”), and the Use and Protection of Credit Information Act.  
 
For the above purposes, DHL Korea has established and implemented this Privacy Policy in order 
to protect the personal information and rights of relevant data subjects (the “Data Subjects”) and 
to seamlessly handle and manage their grievances pursuant to Article 30 of the PIPA. 
 
Any and all amendments to this Privacy Policy will be disclosed on the Company’s website. 
 
This Privacy Policy has been amended as follows and will take effect as of August 1, 2023. 
 
Article 1 (Purpose of Personal Information Processing)  
 
The Company’s purpose for processing the Data Subjects’ personal information are described 
below.  The Company processes personal information for the following purposes and does not 
use it for any other purposes.  If the purpose of use shall change, the Company will take 
appropriate measures, such as obtaining separate consents from Data Subjects as required under 
the PIPA.  
 
1. Providing services 

 
• Verification of customers, provision of various services of the Company (including 

delivery service, membership service such as MyDHL+, customer number issuance 
service, customs clearance and customs response service, My Bill service, emergency 
passport express delivery service, On Demand Delivery service, internet website chat 
service, shipment security service, customs refund service, customs clearance code proxy 
issuance service), management of service usage details, preservation of service provision 
records, calculation of delivery fees and notification of delivered goods, delivery 
reservation, delivery of shipments, sending of contracts and invoices, provision of 
customized services, payment and calculation of unpaid amount, preparation of waybill, 
customs declaration, payment of customs duties and surtax, subscription to the shipment 
security service, packaging of delivered goods, provision of pick-up service, delivery 
tracking, prevention of fraudulent or unauthorized use by undesirable members, member 
management, response to customers’ inquiries and requests for services, provision of up-
to-date changes and materials 

 
2. Response to customer inquiries or opinions and handling of complaints 
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• Identification of customers and their complaints, communication and notification for fact-
finding, notification of handling results, dispute mediation and preservation of relevant 
records, prevention of indiscriminate postings, delivery of announcements, utilization of 
statistical data, improvement of internet website, response to inquiries and opinions 

 
3. Execution and performance of contracts 

 
• Verification and identification of counterparties, decision on contract execution, 

guarantee of fair execution of contracts, performance of contracts such as payment of 
expenses and amounts for service provision, business communication within the scope 
necessary for execution and performance of contracts, delivery of invoice, payment or 
collection of rent, documentation of lawful execution and performance of contracts, 
management of overall status of contracts such as counterparties, contractual terms and 
conditions, details of payment, etc., business cooperation with related companies (head 
office, affiliates, etc.) 

 
4. Marketing and public relations activities 

 
• Provision of information related to the Company’s services via phone, text message, mail, 

email, mobile messenger or direct marketing, conduct surveys, general marketing 
activities such as hosting various events including online events, handling of tasks related 
to hosting events (receiving event entries, selecting and contacting winners, delivering 
prizes, hosting events) 

 
5. Management of visitors and mail 

 
• Management of visitors to prevent unauthorized access to offices and service centers, 

issuance of temporary access cards, prevention of security accidents and terrorist 
activities, parking management, identification of circumstances in the event of an 
accident, maintenance and management of the Company’s security, prior examination of 
visitors 

 
6. Performance of legal and administrative obligations of the Company 

 
• Performance of various legal and administrative obligations of the Company pursuant to 

laws and regulations as well as orders and dispositions imposed by administrative 
agencies or relevant authorities based thereon, such as report and payment of various 
taxes including withholding of corporate income tax, value-added tax and income tax, 
issuance and delivery of receipts and tax invoices, compliance with international transport 
regulations  

 
7. Handling of tasks related to job applications 

 
• Performance of tasks related to hiring employees with qualifications required by the 

Company and their admittance to the Company, confirmation (inquiry and verification) 
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of applicants’ identity, academic background, career and qualifications, reference check, 
management of past application history, progress and management of hiring procedures, 
confirmation of health conditions and determination of job eligibility, consideration of 
obligations under the Employment Promotion and Vocational Rehabilitation of Disabled 
Persons Act (determination of eligibility for employment of persons with disabilities, 
performance of obligation to hire persons with disabilities, report of employment 
contribution for persons with disabilities, etc.), determination and notification of 
employment, determination of eligibility for preferential employment (determination of 
eligibility for additional points under the Act on the Honorable Treatment and Support of 
Persons of Distinguished Service to the State, etc.), confirmation of applicants’ intention 
of application, handling of relevant complaints and dispute resolution, creation of basic 
data of new employees upon determination of employment, confirmation of intention of 
application in the event of additional employment, operation of a pool of applicants 
(confirmation of intention of application in the event of additional employment), payment 
of travel expenses such as transportation expenses, etc., response to inquiries regarding 
job application 

 
Article 2 (Items of Personal Information to be Processed)  
 
Key items of personal information processed by the Company pursuant to the consent provided 
by the Data Subjects or by applicable laws and regulations are as follows.  The actual processed 
items may somewhat vary depending on the circumstances in which the Company processes the 
relevant personal information.  However, if necessary, the Company obtains consent from the 
Data Subjects through the personal information consent form.  Thus, please refer to the consent 
form. 
 
1. Items related to handling inquiries 

 
• Name, email address, mobile phone number, customer number, company, department, 

country/region, type of inquiry and content of inquiry, freight ID or tracking number, 
waybill number 
 

2. Items related to delivery service 
 
• Sender information {name, company, country/region, address, email address, contact 

information (mobile phone number, office phone number, fax number), VAT/Tax ID, 
EORI number}, recipient information {name, company, country/region, address, email 
address, contact information (mobile phone number, office phone number, fax number, 
etc.), VAT/Tax ID}, details of shipment, whether the content of shipment is 
document/freight, value of shipment, whether the shipment security service is used, 
desired packaging method, selection of packaging, shipping charge, weight, size, date of 
shipment/arrival, expected date and time of delivery, payment information, customer 
number (if applicable), method of payment of customs duties and surtax, customs trade 
conditions, information on pick-up of goods upon reservation for pick-up (including total 
pick-up weight) 
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3. Items related to MyDHL+ membership service 

 
• Name, name of affiliated company (in the case of an individual, name of such individual), 

email address, contact information (office phone number, fax number, home phone 
number, mobile phone number, etc.), password, intention to apply for DHL customer 
number, frequency of delivery, address 

 
4. Items related to customer number issuance service 

 
• Company name, name of person-in-charge, telephone number, business entity 

registration number, email address, address, whether the customer is a B2C customer and 
route, delivery address, quantity and frequency, location, information to be noted and 
information collected during the opening process  

 
5. Items related to customs clearance service 

 
• Name, email address, telephone number (mobile phone number, office phone number), 

address, waybill number, personal customs clearance code, alien registration number, 
passport number, affiliated company (including company information such as customs 
clearance code), nationality (if the consignee is a foreigner), any and all personal 
information on other documents required for customs clearance (documents submitted to 
customs office) 

 
6. Items related to the shipment security service 

 
• Personally identifiable information (name, address, telephone number, email address), 

information related to the transport accident (type of cargo, value of cargo, waybill 
number, place of shipment/arrival, cause of the accident, etc.), results of examination on 
payment of compensation, account information (bank name, account number, account 
name)  

 
7. Items related to DHL ProView service 

 
• Name, job position, company name, address, country name, customer number, PIN 

number receipt route, email address, mobile phone number (telephone number), fax 
number 

 
8. Items related to My Bill service 

 
• DHL customer number, company-related information (trade name, business entity 

number, address, country), name, email address, contact information (company or mobile 
phone number), job position, last DHL invoice (including number, invoice amount)  

 
9. Items related to On Demand Delivery service 
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• Name, address, email address, mobile phone number, password, waybill number, mobile 

phone number, preferred delivery method {including new delivery option, changed 
delivery address and name, changed delivery date and time zone, receipt method, 
designated recipient’s name (including building/unit number), gate/door code, delivery 
instructions} 

 
10. Items related to customs duties refund (for breach) service  

 
• Name, address, mobile phone number, personal customs clearance code, email address, 

account information for refund (bank name, account number, account name), trade name, 
waybill number, business entity registration number, alien registration number, passport 
number (only for foreigners)  

 
11. Items related to customs clearance code proxy issuance service 

 
• Name, email address, telephone number (mobile phone number, office phone number), 

address, alien registration number, passport number (only for foreigners)  
 

12. Items related to DHL reward service 
 
• Name, email, contact information (mobile phone number), amount of payment for 

delivery and the amount of relevant points (amount accumulated and amount used), 
membership class 

 
13. Items related to emergency passport express delivery service 

 
• Country of residence, name of diplomatic mission, consulate, whether the document 

security service is used, name of applicant, person who desires to have a passport issued 
(name, date of birth), telephone number, email address, ID, password 
 

14. Items related to related companies (affiliates) 
 
• Name, company name, job title, business entity registration number, bank account 

number, address, name of person-in-charge, telephone number, email address, fax 
number, relationship with the Company’s employee 
 

15. Items related to job applicants 
 
• Name (Korean/English), gender, photo, date of birth (age), nationality, address and 

location of residence, information on veterans and persons of distinguished service, 
telephone number, mobile phone number, email address, academic background (name of 
school, major, degree, attendance period, location, acquired credits, grade, etc.), grade, 
military service, career (company name, job position, duties, salary level, reputation, etc.), 
information on overseas stay and training activities (exchange student, etc.), information 
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on social activities, leadership and social service activities, language (language ability 
test score, etc.) and other qualifications (information on certificates held, etc.), award-
winning experience (name of competition, competition organizer, award details, award 
date, etc.) and other information on rewards and punishment, hobby, specialty, self-
introduction, SNS address, application route, credit status, disability status, inquiries 
regarding job application  

• Results of the Company’s evaluation, results of the personality and aptitude test, any and 
all information on other documents provided by the applicant to the Company (resume, 
letter of self-introduction, transcript, etc.) 

• Additional items to be collected from those applying as drivers: whether they have a 
driver’s license, vehicle types of which they are capable of driving, accidents that 
occurred and penalty points that were earned after obtaining the license, history of license 
suspension/cancellation  

• Additional items to be collected from interviewees (those who passed the document 
review process): information on designated/undesignated recommenders for reference 
check (information on companies or institutions of previous employment or superiors 
thereof such as name, affiliation, job position, contact information, etc.), results of 
reference check including performance evaluation, and for those applying for a job 
opening at the customer center, details of phone-response test recording 

• Additional items to be collected from interviewees (those who passed the document 
review process): current health conditions, history of past diseases and injuries, reasons 
for military exemption, information on criminal records, whether they belong to a group 
subject to sanctions imposed by the UN Security Council, the Official Journal of the EU, 
the Office of Foreign Assets Control, U.S. Department of the Treasury, the Bureau of 
Industry and Security, U.S. Department of Commerce, whether they are infected with 
epidemic diseases that necessitate quarantine as per the CDC guidelines   

 
16. Items related to campaigns or events 

 
• Information on those who entered online events such as name, email address, mobile 

phone number, telephone number, company name, address, company address, business 
entity registration number, access route, employee code of the person-in-charge, SNS 
(e.g., entrant ID, mobile phone number, address, customer number, person in charge of 
sales, other information provided at the time of entry or winning) 
 

17. Other automatically generated information 
 
• Access IP information, cookies, service usage history, access logs 

 
18. Items related to customer feedback 

 
• Name, mobile phone number, email address, telephone number, address, company name, 

waybill number, customer number, opinion on the Company’s service, etc. (including 
feedback and questions) 
 



9 

19. Items related to visiting customers and other visitors 
 
• Name, affiliated company and job title, email address, telephone number, address, 

purpose of visit, items stated in the entry/exit ledger (entry/exit number, affiliation, 
vehicle number, time of visit and visited department, reason for visit, person guiding the 
visitor, etc.) 

 
Article 3 (Personal Information Processing and Retention Period)  
 
1. The Company will retain and use personal information related to the provision of services for 

(i) the period set forth in applicable laws and regulations, (ii) the period specified in the 
consent form for the relevant Data Subjects submitted at the time of collecting personal 
information, or (iii) the period from the date of submitting consent form for use and collection 
of personal information until the date when the purpose of processing personal information 
is achieved; provided, however, that the Company may retain and use such personal 
information even after the expiration of the relevant retention period only for the purpose of 
handling complaints and performing obligations under applicable laws and regulations.  

 
2. In principle, the Company will process and retain personal information until the delivery of 

service and payment and calculation of the unpaid amount are completed; provided, however, 
the Company will process and retain personal information until the termination of the 
relevant grounds for retention in the following cases: 

 
(1) Transaction records, such as labeling and advertising, contractual terms and performance 

thereof, under Article 6 of the Enforcement Decree of the Act on the Consumer 
Protection in Electronic Commerce, Etc. 

 
• Records on labeling and advertising: 6 months 
• Records on contracts, offers, payment of transaction amount or withdrawal of 

provision of goods: 5 years 
• Records on customer complaints or dispute settlement: 3 years (however, in the case 

of records on compensation claims: 5 years) 
 

(2) Electronic communication-related records under Article 41 of the Enforcement Decree 
of the Protection of Communications Secrets Act  

 
• The date and time of the communication, the starting time and the ending time of the 

communication, the registered number of the other party of the communication, point 
of use, data on tracking the location of the sending base station used for the electronic 
communication: 1 year  

• Computer communication records, internet log and data on tracking the access 
location: 3 months 
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(3) In the case of evidentiary transaction records under Article 85-3(2) of the National Tax 
Basic Law, Article 116(1) of the Corporate Income Tax Law, Article 71 of the Value-
Added Tax Law, etc., 5 years from the filing deadline 

 
(4) In the case of a recipient’s application for change of payment terms and confirmation 

letter, 1 year and 6 months from the date of submission to the Ministry of Economy and 
Finance 

 
(5) In the case of visitor (access) management records, 5 years; in the case of mail, 1 year 

 
Article 4 (Provision of Personal Information to Third Parties) 
 
1. In principle, the Company will process personal information of the Data Subjects within the 

scope of the purpose set forth in Article 1 of this Privacy Policy and will not process or provide 
to a third party beyond the original scope, without prior consent of the Data Subjects; provided, 
however, that the foregoing shall not apply to the following cases: 

 
• Where the Data Subjects have given prior consent to the provide or transfer personal 

information; and 
• Where the provision of personal information is required or permitted by laws and 

regulations, etc. 
 
2. The Company shall provide personal information to the following third parties: 

 

Recipient Recipient’s 
Purpose of Use Items to be Provided 

Recipient’s 
Period of 

Retention and 
Use 

Korea 
Customs 
Service 
(125) 

Imposition and 
collection of 
customs duties, 
declaration of 
transportation, 
handling of customs 
clearance and 
customs response, 
examination and 
processing of 
customs duties 
refund, customs 
duties refund for 
breach and issuance 
of customs 
clearance code 

Name, email address, contact 
information (office, home, mobile 
phone, fax), address (home, 
office), waybill number, personal 
customs clearance code, alien 
registration number, passport 
number, affiliated company 
(including company information 
such as customs clearance code), 
nationality (if the consignee is a 
foreigner), any and all personal 
information on other documents 
required for customs clearance 
(documents submitted to customs 
office) 

Until the 
purposes of use 

of personal 
information are 

attained 

National Tax Imposition, Name, email address, address, Same as above 
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Recipient Recipient’s 
Purpose of Use Items to be Provided 

Recipient’s 
Period of 

Retention and 
Use 

Service 
(126) 

reduction and 
collection of 
various taxes 
including VAT 

contact information (office, home, 
mobile phone, fax), address 
(home, office) 

AIG 
(1544-2792) 

Assessment of 
payouts of 
insurance proceeds 
related to cargo, 
investigation of the 
insured event (if 
necessary), payouts 
of insurance 
proceeds, handling 
of complaints and 
legal actions 

Personally identifiable 
information (name, address, 
telephone number, email address), 
information related to the transport 
accident (type of cargo, value of 
cargo, waybill number, place of 
shipment/arrival, cause of 
accident, etc.), results of 
examination on payment of 
compensation, account 
information (bank name, account 
number, account name) 

Same as above 

GRIP, Open 
Marketing 

Lab, 
Paymentwall, 

Global-e, 
300CBT, 
gabiaCNS 

Connection to e-
commerce partners 
for customer 
consultations 

Name, email address, phone 
number (office, mobile phone), 
company name 

Same as above 

 
3. In the event of emergencies such as disasters, infectious diseases, incidents or accidents that 

cause imminent danger to life or body, and urgent property loss, the Company may provide 
personal information to relevant agencies without the consent of the Data Subjects as follows.  
In such case, the Company will provide only the minimum personal information required 
under the applicable laws and regulations and will not provide it for any purpose other than 
the intended purpose. 

 

Classification Applicable Law Recipient Personal Information to be 
Provided 

Response to 
disasters 

Framework Act 
on the 
Management of 
Disasters and 
Safety 

National (or 
Regional) 
Disaster 
Prevention and 
Countermeasure
s Headquarters 

∙ Name, address and telephone 
number (including mobile phone 
number) 

∙ The following information for 
identification of travel routes, 
search and rescue : 
A. Information collected via 

CCTV 
B. Time and place of use of 
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Classification Applicable Law Recipient Personal Information to be 
Provided 

credit cards, debit cards and 
pre-paid cards 

Prevention and 
control of 
infectious 
diseases 

Infectious 
Disease Control 
and Prevention 
Act 

Korea Disease 
Control and 
Prevention 
Agency or cities 
and provinces 
nationwide 

∙ Name, address and telephone 
number (including mobile phone 
number) 

∙ The following information for 
identification of travel routes: 
A. Details of use of credit 

cards, debit cards and pre-
paid cards under the 
Specialized Credit Financial 
Business Act 

B. Visual data collected 
through visual data 
processing devices under the 
Personal Information 
Protection Act 

Protection of 
persons at risk 

of suicide 

Act on the 
Prevention of 
Suicide and the 
Creation of 
Culture of 
Respect for Life 

Police Agency 
Maritime Police 

Fire station 

∙ Name, date of birth, address, 
telephone number, ID and email 
address of the person subject to 
emergency rescue 

Response to 
crisis 

situations such 
as financial 
difficulties 

Emergency Aid 
and Support Act 

National and 
local 

governments 

∙ Minimum information necessary to 
urgently discover persons 
eligible for livelihood support 
during times of financial 
hardship or other difficulties 

Processing of 
personal 

information of 
persons 

involved in 
crimes such as 

kidnapping 
and 

confinement 

PIPA Police Agency ∙ Visual data such as CCTV footage 

Telecommunicat
ions Business 
Act 

Investigative 
Agency 

∙ User’s name, address, telephone 
number, ID, date of subscription 
or termination 

 
Article 5 (Delegation of Personal Information Processing) 
 
1. The Company delegates the processing of personal information as follows for the effective 

management of tasks related to personal information: 
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Service Provider Description of Delegated Services 
Deutsche Post AG Overseas delivery 

Modusign Execution, preservation and management of 
electronic contracts 

MIDAS IN 

Recruitment related service (operation of 
recruitment websites, storage and 
management of job applicants’ information, 
etc.) 

BS IT IT support (hard disk drive restoration, etc.) 
TeamWave IT support (DLP system operation) 
BizTalk, i-Heart, Samjung Data Service, 
Hanjin Information Systems 
Telecommunication, Kakao 

Sending of text messages, KakaoTalk 
messages 

SK Telink Sending of text messages abroad 
DadaGlobal (Subcontracting to post offices) Domestic transportation 

GS Networks (GS25), BGF Networks (CU) 
Provision of guidance and delivery of 
passwords to customers using unmanned 
delivery boxes at convenience stores 

Gogovan, OCL, Kyoungdong Express, 
AnyQuick Logistics, Hana Fine Logistics, 
Ilyang Logis, Mirae Total Logistics, 
Dongbang, QuickQuick 

Delivery 
(with delivery vans) 

Korean Air Air transportation 
Unseo Customs Broker Office, AONE, ACE Import and export clearance 
Aeris, Jupiter Express WMX related services 

Crane Communications 
Operation and management of social media 
accounts and hosting of events (delivering 
prizes to event winners, etc.) 

Purple I&C Delivery of prizes to winners of online events 
 ADsharp Corp. Delivery of calendars and diaries 
NHN KCP MYBILL PG and ADC 

KCNET, KTNET 
Intermediary services for submission of 
import/export cargo manifests (submission of 
cargo manifests to the customs office) 

NICE AMC Debt collection 

Uniport Loading and unloading at Incheon 
International Airport 

 
The Company will subcontract the processing of personal information to outside service 
providers as follows through the head office (DP DHL Group); if there is any change in the 
subcontracted service providers or subcontracted services, the Company will disclose such 
change through this Privacy Policy: 

 
Subcontracted Service Provider Description of Subcontracted Services 

Deutsche Post AG Affiliates Overseas delivery 



14 

Subcontracted Service Provider Description of Subcontracted Services 
(The list of affiliates is available here.) 
DHL Information Services (Asia-Pacific) 
Sdn Bhd Data processing and storage 

DHL Asia Pacific Shared Services Sdn Bhd 

Accounting services (accounting, collection 
of customer fares, etc.) 
Registration, management and maintenance 
of partners, 

Taleo 

Recruitment services (operation of 
recruitment websites, storage and 
management of job applicants’ information, 
etc.) 

SHL Online personality and aptitude testing of job 
applicants 

Sonru Provision of video interview program 
services for job applicants 

Ingenico Provision of credit card payment services 

ION, DotDigital, Marketo 
Sending of emails and text messages, hosting 
of event websites and provision of internet 
platform services 

Survey Monkey, Usabilla 
Conducting of surveys including customer 
satisfaction surveys and collection of website 
users’ opinions 

 
In addition, the following (subcontracted) service providers of the above delegated (subcontracted) 
services for personal information processing are located outside of Korea: 
 

(Subcontracted) 
Service Provider 

(Country and 
Contact Information) 

Date, Time and 
Method of 
Transfer 

Transferred 
Items 

 
Descriptio

n of 
Delegated 
Services 

(Subcontracte
d) Service 
Provider’s 
Period of 

Retention and 
Use 

Deutsche Post AG and 
affiliates 

(The list of affiliates, 
countries and contact 

information are 
available here.) 

Transfer of 
personal 

information 
through the 

telecommunicatio
ns network 

immediately upon 
collection 

Name, 
company, 

country/regio
n, address, 

email 
address, 
contact 

information 
(mobile 
phone 

number, 
office 

number, fax 
number) 

Overseas 
delivery  

Until the 
processing of 

delegated 
services is 

completed or 
the delegation 
relationship is 

terminated 

DHL Information 
Services (Asia-Pacific) 

Sdn Bhd 
Same as above Same as 

above 
Data 
processing Same as above 

http://www.dhl.com/
http://www.dhl.com/
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(Malaysia,+603831580
00 

and 
storage  

Survey Monkey, 
Usabilla 

(USA,+16505438400) 
Same as above Email 

address 

Collection 
of website 
users’ 
opinions 
and 
conducting 
of surveys 
including 
customer 
satisfactio
n surveys 

Same as above 

Ingenico(France, +33 
(0)1 34 34 95 95) Same as above Credit card 

information 

Provision 
of credit 
card 
payment 
services 

Same as above 

ION(UK, +44 20 7398 
0200) DotDigital(UK, 
+44 (0)20 3953 3072) 

Same as above 

Name, email 
address, 
address, 
contact 

information 
(mobile 
phone 

number, 
office 

number) 

Hosting of 
event 
websites 
and 
provision 
of internet 
platform 
services 

Same as above 

Marketo (USA, + 
18006854193) Same as above 

Name, email, 
contact 

information 
(mobile 
phone 

number) 

Sending of 
emails and 
text 
messages, 
hosting of 
event 
websites 
and 
provision 
of internet 
platform 
services 

Same as above 

 
2. When entering into a personal information delegation agreement, the Company will separately 

set forth matters related to the delegation, including, but not limited to, prohibition of personal 
information processing for purposes other than the performance of the delegated services, 
technical and administrative protection measures, management and supervision of the service 
provider, compensation for damages and subcontracting as set forth in the agreement or other 
relevant documents, in accordance with the PIPA and the Company will supervise whether the 
service provider processes personal information in a safe manner. 
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3. If there is any change in the details of the delegated services or the service provider, the 
Company will immediately notify such change through this Privacy Policy. 

 
Article 6 (Rights and Obligations of Data Subjects and Method of Exercise Thereof) 
 
1. The Data Subjects and their legal representatives may exercise the following rights related to 

personal information protection in their own names or in the name of children under the age 
of 14: 

 
(1) Request for access to personal information; 
(2) Request for correction of errors in personal information, etc. (if any); 
(3) Request for deletion of personal information; 
(4) Request for suspension of personal information processing; and 
(5) Withdrawal of consent regarding personal information. 

 
2. The rights set forth in Paragraph 1 above may be exercised in writing or via the internet website, 

telephone, email address, fax, etc., and the Company will immediately take necessary 
measures such as verification of the identity of the relevant Data Subject as set forth in 
applicable laws and regulations including the PIPA. 

 
3. If a Data Subject or his/her legal representative requests correction or deletion of any error in 

personal information related to him/her or a child under the age of 14, the Company will not 
use or transfer such personal information until the request is completed and will correct the 
unlawful use or provision of personal information immediately upon discovery of such 
discrepancy in personal information. 

 
4. The rights set forth in Paragraph 1 above may be exercised through a legal representative 

(attorney-in-fact, agent, etc.), and in this case, a power of attorney in Annex Form No. 11 of 
the Notification on the Method of Processing Personal Information shall be submitted to the 
Company. 

 
5. All Data Subjects shall not infringe upon their own or third parties’ personal information and 

privacy processed by the Company in violation of applicable laws and regulations including 
the PIPA or the Network Act. 

 
Article 7 (Destruction of Personal Information) 
 
1. Unless the Company is required to retain personal information by laws and regulations, the 

Company will, in principle, destroy personal information without delay when personal 
information becomes unnecessary, such as when the purpose of processing personal 
information has been achieved. 

 
2. If the Company is required by laws and regulations to retain personal information even after 

the expiration of the applicable retention period or achievement of the purpose of processing 
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personal information, the Company will store and manage such personal information 
separately from other personal information. 

 
3. The Company will delete electronic files containing personal information in a way that makes 

such personal information irrecoverable and will shred or incinerate and safely dispose 
printouts containing personal information. 

 
Article 8 (Measures to Ensure Safety of Personal Information) 
 
The Company will take technical, administrative and physical measures necessary to ensure 
security, including the following measures, in accordance with the PIPA: 
 
1. Administrative measures: implementation and operation of an internal management plan for 

personal information, minimization of employees who process personal information, training 
of such employees, etc.; 

 
2. Technical measures: security measures using technologies, such as encryption of personal 

information, installation of security devices, preventive measures against forgery and 
alteration of access records, preventive measures against computer viruses by installing and 
operating vaccine programs, etc.; and 

 
3. Physical measures: restriction and control of access to the computer room, data storage room, 

etc. 
 
Article 9 (Additional Use and Provision of Personal Information) 
 
The Company may use or provide personal information to the extent that is reasonably related to 
the original purpose of collection by considering whether there is any disadvantage to the Data 
Subjects, whether necessary measures to ensure security, such as encryption have been taken, etc. 
in accordance with the PIPA. 
 
The specific considerations are as follows, and the Company will carefully determine whether to 
use and provide personal information by comprehensively taking into account applicable laws 
and regulations including the PIPA, purpose of use and provision of personal information, 
methods of using and providing personal information, items of personal information to be used 
and provided, details of consent given by the Data Subjects or matters notified or disclosed to the 
Data Subjects, if any, impact of use and provision on the Data Subjects and measures taken to 
protect relevant information: 
 

• Whether the use or provision of personal information is related to the original purpose of 
collection; 

• Whether the additional use or provision of personal information is foreseeable in light of 
the circumstances in which personal information is collected or practices of processing 
personal information; 

• Whether the interests of the Data Subjects are unduly infringed; and 
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• Whether necessary measures have been taken to ensure safety, such as pseudonymization 
or encryption. 

 
Article 10 (Installation, Operation and Refusal of Automatic Personal Information 

Collection System) 
 
1. The Company uses “cookies” to store and load user information to provide optimized 

information to website users by collecting and analyzing the types of visits to and use of its 
website and the number of users.  These cookies are “session cookies” that are stored only 
for the time users visit our website and are automatically deleted when users’ browser is closed. 
 

2. The Company also applies the following technologies to store information about visitors who 
repeatedly access one of the Company’s internet pages:  These technologies can be 
deactivated in the privacy settings center on the Company's website, but this may affect users’ 
experience of the website and the services provided by the Company. 
 

 Performance Technology: This technology is used to collect information about how 
the Company's website is used, such as the internet browser and operating system 
used, the domain name of the website that accessed the Company's site, the number 
of visits, the average time spent on the site, and the page viewed. 
 

 Functional Technology: This website provides more personalized functions by 
remembering user choices.  For example, when using a trackable application, this 
technology allows users to remember and store the last tracking number they have 
entered.  The information collected through this technology can be processed 
anonymously, and other websites cannot track users’ search activity. 
 

 Analytics Information Technology: The Company uses analytics information 
technology to improve the quality of the website and content and to ensure that 
partners' inserted services work properly. 

 
3. Users of the website may choose whether or not to install cookies, and accordingly, users may 

change their options in the web browser to choose whether to allow the saving of all cookies, 
to confirm the same each time cookies are saved or to refuse the saving of all cookies. 

 
Article 11 (Chief Privacy Officer) 
 
Pursuant to the PIPA, the Company has appointed the following chief privacy officer (the “Chief 
Privacy Officer”) and working-level personnel to protect personal information and handle 
complaints related to personal information: 
 
1. Chief Privacy Officer 

• Name:  Bong-Jo Kim 
• Department: IT Department (Information System Division), Head 
• Contact information: KR-EXP-Privacy@dhl.com 

mailto:KR-EXP-Privacy@dhl.com
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2. Department in charge of personal information protection 

• Department: IT Department (Information System Division) 
• Telephone: 02-710-8368 
• Contact information: KR-EXP-Privacy@dhl.com  

 
Article 12 (Installation and Operation of Visual Information Processing Devices) 
 
The Company installs and operates visual information processing devices (“CCTVs”) as follows: 
 
1. Grounds and purposes of installing CCTVs: to ensure the safety of the Company’s equipment 

(safety of facilities), to prevent fire, to prevent crime, etc. 
 
2. Number of CCTVs installed, area of installation and scope of recording: The number of 

CCTVs installed is 1,147, CCTVs are installed inside and outside major facilities operated and 
managed by the Company, including lobby, entrance and emergency exit, and all areas of the 
major facilities are recorded. 

 
3. Responsible manager, department in charge and person with the right to access visual 

information: The Company has the following responsible manager to protect visual 
information and handle complaints related to personal visual information: 
 

Classification Name Title Department Contact 
Information 

Responsible 
manager 

Manager of 
each service 

center 
Head of Center 

Business 
Affairs 

Department 

Main number 
of each service 

center 
Person with 
access right 

Manager of 
each service 

center 
Head of Center 

Business 
Affairs 

Department 

Main number 
of each service 

center 
 
4. Recording time, retention period, place for storage and method of processing visual 

information: 
 

• Recording time: 24 hours 
• Retention period: 30 days (30 days for CCTVs installed at sales service branches) & 90 

days (Incheon International Airport Gateway * in accordance with relevant airport laws 
and regulations) 

• Place for storage: The recorded visual information is stored in a separate place with a lock 
located at each facility operated and managed by the Company. 

• Method of processing: The Company records and manages matters concerning the use of 
personal visual information for other purposes, provision to a third party, destruction, 
requests for access, etc. and permanently deletes (shreds or incinerates in the case of 
printouts) personal visual information in an irrecoverable manner upon expiration of the 
retention period. 

mailto:KR-EXP-Privacy@dhl.com
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5. Method of verifying visual information and place of verification: You may verify visual 

information by requesting the person responsible for the maintenance and repair of each 
facility, and such information may be verified at a separate place of each facility with a lock. 
(If a customer or a third party who is not the Company’s responsible manager or employee 
requests access to visual information, such visual information may be provided and verified 
after obtaining final approval from the Chief Privacy Officer.) 

 
6. Measures taken upon the Data Subject’s request for access to visual information, etc.: If you 

wish to access, confirm the existence of or delete visual information, you may request the 
Company at any time; provided, however, that the foregoing shall be limited to footages that 
record your visual information and any visual information that is clearly necessary for the 
urgent need to protect the life, body or property of the Data Subject.  If you request access to, 
confirmation of the existence or deletion of visual information, the Company will take 
necessary measures without delay. 
 
However, the Company may refuse to take such measures despite the request for access to, 
confirmation of the existence or deletion of visual information in any of the following events, 
in which case the Company will notify the reason for refusal in writing, etc. within 10 days: 
 
• If visual information has been destroyed due to the lapse of the retention period; 
• If access to or disclosure of visual information is likely to infringe upon privacy of others; 
• If the request causes serious disruption to criminal investigation, maintenance of public 

prosecution, proceeding with a trial, etc.; or 
• If there is any other justifiable reason to refuse your request for access, etc. 

 
7. Technical, administrative and physical measures to protect visual information: The Company 

is taking security measures required by the PIPA and other applicable laws and regulations, 
including the following: 

 
• Technical measures 

- The Company is applying technical controls to prevent access by unauthorized users. 
- The Company is carrying out monitoring to prevent accidents that may occur inside 

and outside the Company. 
 

• Administrative measures 
- The Company strictly prohibits arbitrary access, reproduction, removal, etc. of 

information recorded and collected by CCTVs. 
- The Company complies with administrative protection measures under this Privacy 

Policy. 
 

• Physical measures 
- CCTV recording equipment is kept separately in a designated restricted area, and 

access to such area is strictly controlled. 
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Article 13 (Remedies for Infringement of Rights) 
 
In order to seek remedies for personal information infringement, the Data Subjects may apply for 
consultation with the Personal Information Dispute Mediation Committee, the Personal 
Information Infringement Reporting Center under the Korea Internet & Security Agency, etc. 
 
Please contact the following institutions for other reports and consultations on personal 
information infringement: 
 
1. Personal Information Dispute Mediation Committee: 118 (no area code required) 
2. Information Protection Mark Certification Committee: +82-2-580-0533~4 
3. Cyber Crime Investigation Team of the Supreme Prosecutors’ Office: +82-2-3480-3573 
4. Cyber Terror Response Center of the National Police Agency: +82-2-1566-0112 
 
Article 14 (Amendments to Privacy Policy) 
 
This Privacy Policy shall take effect from the effective date.  If any addition, deletion or 
correction is made to this Privacy Policy pursuant to applicable laws and regulations and the 
guidelines on the provisions of this Privacy Policy, the Company will disclose such amendment 
in the manner prescribed by applicable laws and regulations. 
 
※ History of establishment and amendment of this Privacy Policy 

No. Date of Establishment and 
Amendment 

Details Direct Link 

1 December 29, 2017 Established the Company’s Privacy 
Policy 

See 
attached 

2 December 15, 2018 Reflected changes in service 
providers 

See 
attached  

3 September 1, 2021 
Added Article 12 and reflected 
changes in service providers 

pursuant to the amended PIPA 

See 
attached 

4 October 6, 2021 Reflected changes in service 
providers 

See 
attached 

5 May 31, 2023 Amended to reflect the recent 
guidelines on Privacy Policy  

 
*          *          * 
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Privacy Policy (DHL Korea Ltd.) 
  


 
DHL Korea Co., Ltd. (the “Company” or “DHL Korea”) is in compliance with the provisions 
applicable to personal information processors and online service providers under the applicable 
privacy laws, including the Personal Information Protection Act (the “PIPA”), the Act on 
Promotion of Information and Communications Network Utilization and Information Protection, 
Etc. (the “Network Act”), and the Use and Protection of Credit Information Act.  
 
For the above purposes, DHL Korea has established and implemented this Privacy Policy in order 
to protect the personal information and rights of relevant data subjects (the “Data Subjects”) and 
to seamlessly handle and manage their grievances pursuant to Article 30 of the PIPA. 
 
Any and all amendments to this Privacy Policy will be disclosed on the Company’s website. 
 
This Privacy Policy has been amended as follows and will take effect as of September 1, 2021. 
 
Article 1 (Purpose of Personal Information Processing)  
 
The Company’s purpose for processing the Data Subjects’ personal information are described 
below.  The Company processes personal information for the following purposes and does not 
use it for any other purposes.  If the purpose of use shall change, the Company will take 
appropriate measures, such as obtaining separate consents from Data Subjects as required under 
the PIPA.  
 
1. Providing services 


 
 Verification of customers, provision of various services of the Company (delivery service, 


membership service including MyDHL+, reward provision service, customer number 
issuance service, DHL ProView service, customs clearance and customs response service, 
My Bill service, emergency passport express delivery service, On Demand Delivery 
service, Internet website chat service, cargo liability insurance subscription service, 
customs refund service, customs clearance code proxy issuance service, etc.), 
management of service usage details, preservation of service provision records, 
calculation of delivery fees and notification of delivered goods, delivery reservation, 
delivery of shipments, sending of contracts and invoices, provision of customized 
services, payment and calculation of unpaid amount, preparation of waybill, customs 
declaration, payment of customs duties and surtax, insurance subscription, packaging of 
delivered goods, provision of pick-up service, delivery tracking, prevention of fraudulent 
or unauthorized use by undesirable members, member management, response to 
customers’ inquiries and requests for services such as delivery, provision of up-to-date 
changes and materials, etc. 


 
2. Response to customer inquiries or opinions and handling of complaints 
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 Verification of customers and their complaints, communication and notification for fact-


finding, notification of handling results, dispute mediation and preservation of relevant 
records, prevention of indiscriminate postings, delivery of announcements, utilization of 
statistical data, improvement of internet website, response to inquiries and opinions, etc. 


 
3. Execution and performance of contracts 


 
 Verification and identification of counterparties, decision on contract execution, 


guarantee of fair execution of contracts, performance of contracts such as payment of 
expenses and amounts for service provision, business communication within the scope 
necessary for execution and performance of contracts, delivery of invoice, payment or 
collection of rent, documentation of lawful execution and performance of contracts, 
management of overall status of contracts such as counterparties, contractual terms and 
conditions, details of payment, etc., business cooperation with related companies (head 
office, affiliates, etc.), etc. 


 
4. Marketing and public relations activities 


 
 Provision of information related to the Company’s services via phone, text message, mail, 


email, mobile messenger or direct marketing, conduct surveys, general marketing 
activities such as hosting various events including online events, handling of tasks related 
to hosting events (receiving event entries, selecting and contacting winners, delivering 
prizes, hosting events), etc. 


 
5. Management of visitors and mail 


 
 Management of visitors to prevent unauthorized access to offices and service centers, 


issuance of temporary access cards, prevention of security accidents and terrorist 
activities, parking management, identification of circumstances in the event of an 
accident, maintenance and management of the Company’s security, prior examination of 
visitors, prevention of infection and spread of COVID-19, etc.  


 
6. Performance of legal and administrative obligations of the Company 


 
 Performance of various legal and administrative obligations of the Company pursuant to 


laws and regulations as well as orders and dispositions imposed by administrative 
agencies or relevant authorities based thereon, such as report and payment of various 
taxes including withholding of corporate income tax, value-added tax and income tax, 
issuance and delivery of receipts and tax invoices, etc.  


 
7. Handling of tasks related to job applications 


 
 Performance of tasks related to hiring employees with qualifications required by the 


Company and their admittance to the Company, confirmation (inquiry and verification) 
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of applicants’ identity, academic background, career and qualifications, reference check, 
management of past application history, progress and management of hiring procedures, 
confirmation of health conditions and determination of job eligibility, consideration of 
obligations under the Employment Promotion and Vocational Rehabilitation of Disabled 
Persons Act (determination of eligibility for employment of persons with disabilities, 
performance of obligation to hire persons with disabilities, report of employment 
contribution for persons with disabilities, etc.), determination and notification of 
employment, determination of eligibility for preferential employment (determination of 
eligibility for additional points under the Act on the Honorable Treatment and Support of 
Persons of Distinguished Service to the State, etc.), confirmation of applicants’ intention 
of application, handling of relevant complaints and dispute resolution, creation of basic 
data of new employees upon determination of employment, confirmation of intention of 
application in the event of additional employment, operation of a pool of applicants 
(confirmation of intention of application in the event of additional employment), payment 
of travel expenses such as transportation expenses, etc., response to inquiries regarding 
job application, etc.  


 
8. Handling of other tasks performed by the Company 


 
 Reponse to inquiries and requests related to the services provided by the Company and 


provision of information, etc. 
 
Article 2 (Items of Personal Information to be Processed)  
 
Key items of personal information processed by the Company pursuant to the consent provided 
by the Data Subjects or by applicable laws and regulations are as follows.  The actual processed 
items may somewhat vary depending on the circumstances in which the Company processes the 
relevant personal information.  However, if necessary, the Company obtains consent from the 
Data Subjects through the personal information consent form.  Thus, please refer to the consent 
form. 
 
1. Items related to handling inquiries 


 
 Name, email address, mobile phone number, customer number, company, department, 


country/region, type of inquiry and content of inquiry, freight ID or tracking number, 
waybill number, etc. 
 


2. Items related to delivery service 
 
 Sender information (name, company, country/region, address, email address, contact 


information (mobile phone number, office phone number, fax number), VAT/Tax ID, 
EORI number), recipient information (name, company, country/region, address, email 
address, contact information (mobile phone number, office phone number, fax number, 
etc.), VAT/Tax ID), details of shipment, whether the content of shipment is 
document/freight, value of shipment, insurance coverage, desired packaging method, 
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selection of packaging, shipping charge, weight, size, date of shipment/arrival, expected 
date and time of delivery, payment information, customer number (if applicable), method 
of payment of customs duties and surtax, customs trade conditions, information on pick-
up of goods upon reservation for pick-up (total pick-up weight, etc.), etc. 
 


3. Items related to MyDHL+ membership service 
 
 Name, name of affiliated company (in the case of an individual, name of such individual), 


email address, contact information (office phone number, fax number, home phone 
number, mobile phone number, etc.), password, intention to apply for DHL customer 
number, frequency of delivery, address, etc. 


 
4. Items related to customer number issuance service 


 
 Company name, name of person-in-charge, telephone number, business entity 


registration number, email address, address, whether the customer is a B2C customer and 
route, delivery address, quantity and frequency, location, information to be noted and 
other information collected during the opening process  


 
5. Items related to customs clearance service 


 
 Name, email address, telephone number (mobile phone number, office phone number), 


address, waybill number, personal customs clearance code, alien registration number, 
passport number, affiliated company (including company information such as customs 
clearance code), nationality (if the consignee is a foreigner), any and all personal 
information on other documents required for customs clearance (documents submitted to 
customs office) 


 
6. Items related to the cargo liability insurance service 


 
 Personally identifiable information (name, address, telephone number, email address), 


information related to the insured event (type of cargo, value of cargo, waybill number, 
place of shipment/arrival, cause of the accident, etc.), results on assessment ofpayouts of 
insurance proceeds, etc.  


 
7. Items related to DHL ProView service 


 
 Name, job position, company name, address, country name, customer number, PIN 


number receipt route, email address, mobile phone number (telephone number), fax 
number, etc. 


 
8. Items related to My Bill service 
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 DHL customer number, company-related information (trade name, business entity 
number, address, country), name, email address, contact information (company or mobile 
phone number), job position, last DHL invoice (number, invoice amount, etc.)  


 
9. Items related to On Demand Delivery service 


 
 Name, address, email address, mobile phone number, password, waybill number, mobile 


phone number, preferred delivery method (new delivery option, changed delivery address 
and name, changed delivery date and time zone, receipt method, designated recipient’s 
name (including building/unit number), gate/door code, delivery instructions, etc.), etc.  


 
10. Items related to customs duties refund (for breach) service  


 
 Name, address, mobile phone number, personal customs clearance code, email address, 


account information for refund (bank name, account number, account name), trade name, 
waybill number, business entity registration number, passport number, alien registration 
number, etc.  


 
11. Items related to customs clearance code proxy issuance service 


 
 Name, email address, telephone number (mobile phone number, office phone number), 


address, alien registration number, passport number, etc.  
 


12. Items related to DHL reward service 
 
 Name, email, contact information (mobile phone number), amount of payment for 


delivery and the amount of relevant points (amount accumulated and amount used), 
membership class, etc. 


 
13. Items related to emergency passport express delivery service 


 
 Country of residence, name of diplomatic mission, consulate, whether the document 


security service is used, name of applicant, person who desires to have a passport issued 
(name, date of birth), telephone number, email address, etc.  
 


14. Items related to related companies (affiliates) 
 
 Name, company name, job title, business entity registration number, bank account 


number, address, name of person-in-charge, telephone number, email address, fax 
number, relationship with the Company’s employee, etc.  
 


15. Items related to job applicants 
 
 Name (Korean/English), gender, photo, date of birth (age), nationality, address and 


location of residence, information on veterans and persons of distinguished service, 
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telephone number, mobile phone number, email address, academic background (name of 
school, major, degree, attendance period, location, acquired credits, grade, etc.), grade, 
military service, career (company name, job position, duties, salary level, reputation, etc.), 
information on overseas stay and training activities (exchange student, etc.), information 
on social activities, leadership and social service activities, language (language ability 
test score, etc.) and other qualifications (information on certificates held, etc.), award-
winning experience (name of competition, competition organizer, award details, award 
date, etc.) and other information on rewards and punishment, hobby, specialty, self-
introduction, SNS address, application route, credit status, disability status, inquiries 
regarding job application, etc.  


 Results of the Company’s evaluation, results of the personality and aptitude test, any and 
all information on other documents provided by the applicant to the Company (resume, 
letter of self-introduction, transcript, etc.), etc. 


 Additional items to be collected from those applying as drivers: whether they have a 
driver’s license, vehicle types of which they are capable of driving, accidents that 
occurred and penalty points that were earned after obtaining the license, history of license 
suspension/cancellation, etc.  


 Additional items to be collected from interviewees (those who passed the document 
review process): information on designated/undesignated recommenders for reference 
check (information on companies or institutions of previous employment or superiors 
thereof such as name, affiliation, job position, contact information, etc.), results of 
reference check including performance evaluation, and for those applying for a job 
opening at the customer center, details of phone-response test recording, etc. 


 Additional items to be collected from interviewees (those who passed the document 
review process): current health conditions, history of past diseases and injuries, reasons 
for military exemption, information on criminal records, whether they belong to a group 
subject to sanctions imposed by the UN or other international organizations, COVID-19 
test results, etc.  


 
16. Items related to campaigns or events 


 
 Information on those who entered online events such as name, email address, mobile 


phone number, telephone number, company name, address, company address, business 
entity registration number, access route, employee code of the person-in-charge, SNS 
(e.g., entrant ID, mobile phone number, address, customer number, person in charge of 
sales, other information provided at the time of entry or winning), etc.  
 


17. Other automatically generated information 
 
 Access IP information, cookies, service usage history, access logs, etc. 


 
18. Items related to customer feedback 
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 Name, mobile phone number, email address, telephone number, address, company name, 
waybill number, customer number, opinion on the Company’s service, etc. (including 
feedback and questions), etc. 
 


19. Items related to visiting customers and other visitors 
 
 Name, affiliated company and job title, email address, telephone number, address, 


purpose of visit, items stated in the entry/exit ledger (entry/exit number, affiliation, 
vehicle number, time of visit and visited department, reason for visit, person guiding the 
visitor, etc.), whether the visitor has fever symptoms, whether the visitor is infected with 
COVID-19, whether there has been confirmed cases of COVID-19 within the visitor’s 
company, etc. 


 
Article 3 (Personal Information Processing and Retention Period)  
 
1. The Company will retain and use personal information related to the provision of services for 


(i) the period set forth in applicable laws and regulations, (ii) the period specified in the 
consent form for the relevant Data Subjects submitted at the time of collecting personal 
information, or (iii) the period from the date of submitting consent form for use and collection 
of personal information until the date when the purpose of processing personal information 
is achieved; provided, however, that the Company may retain and use such personal 
information even after the expiration of the relevant retention period only for the purpose of 
handling complaints and performing obligations under applicable laws and regulations.  


 
2. In principle, the Company will process and retain personal information until the delivery of 


service and payment and calculation of the unpaid amount are completed; provided, however, 
the Company will process and retain personal information until the termination of the 
relevant grounds for retention in the following cases: 


 
(1) Transaction records, such as labeling and advertising, contractual terms and performance 


thereof, under Article 6 of the Enforcement Decree of the Act on the Consumer 
Protection in Electronic Commerce, Etc. 


 
 Records on labeling and advertising: 6 months 
 Records on contracts, offers, payment of transaction amount or withdrawal of 


provision of goods: 5 months 
 Records on customer complaints or dispute settlement: 3 years (however, in the case 


of records on compensation claims: 5 years) 
 


(2) Electronic communication-related records under Article 41 of the Enforcement Decree 
of the Protection of Communications Secrets Act  


 
 The date and time of the communication, the starting time and the ending time of the 


communication, the registered number of the other party of the communication, point 
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of use, data on tracking the location of the sending base station used for the electronic 
communication: 1 year  


 Computer communication records, Internet log and data on tracking the access 
location: 3 months 


 
(3) In the case of identity verification records under Article 29 of the Enforcement Decree 


of the Network Act, 6 months after deleting the post posted on the bulletin board 
 


(4) In the case of evidentiary transaction records under Article 85-3(2) of the National Tax 
Basic Law, Article 116(1) of the Corporate Income Tax Law, Article 31 of the Value-
Added Tax Law, etc., 5 years from the filing deadline 


 
(5) In the case of a recipient’s application for change of payment terms and confirmation 


letter, 1 year and 6 months from the date of submission to the Ministry of Economy and 
Finance 


 
(6) In the case of visitor (access) management records and mail, 1 year 


 
Article 4 (Provision of Personal Information to Third Parties) 
 
1. In principle, the Company will process personal information of the Data Subjects within the 


scope of the purpose set forth in Article 1 of this Privacy Policy and will not process or provide 
to a third party beyond the original scope, without prior consent of the Data Subjects; provided, 
however, that the foregoing shall not apply to the following cases: 


 
 Where the Data Subjects have given prior consent to the provide or transfer personal 


information; and 
 Where the provision of personal information is required or permitted by laws and 


regulations, etc. 
 
2. The Company shall provide personal information to the following third parties: 


 


Recipient 
Recipient’s 


Purpose of Use 
Items to be Provided 


Recipient’s 
Period of 


Retention and 
Use 


Korea 
Customs 
Service 
(125) 


Imposition and 
collection of 
customs duties, 
declaration of 
transportation, 
handling of customs 
clearance and 
customs response, 
examination and 


Name, email address, contact 
information (office, home, mobile 
phone, fax), address (home, 
office), waybill number, personal 
customs clearance code, alien 
registration number, passport 
number, affiliated company 
(including company information 
such as customs clearance code), 


Until the 
purposes of use 


of personal 
information are 


attained 
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Recipient 
Recipient’s 


Purpose of Use 
Items to be Provided 


Recipient’s 
Period of 


Retention and 
Use 


processing of 
customs duties 
refund, customs 
duties refund for 
breach and issuance 
of customs 
clearance code 


nationality (if the consignee is a 
foreigner), any and all personal 
information on other documents 
required for customs clearance 
(documents submitted to customs 
office) 


National Tax 
Service 
(126) 


Imposition, 
reduction and 
collection of 
various taxes 
including VAT 


Name, email address, address, 
contact information (office, home, 
mobile phone, fax), address 
(home, office) 


Same as above 


AIG 
(1544-2792) 


Assessment of 
payouts of 
insurance proceeds 
related to cargo, 
investigation of the 
insured event (if 
necessary), payouts 
of insurance 
proceeds, handling 
of complaints and 
legal actions 


Personally identifiable 
information (name, address, 
telephone number, email address), 
information related to the insured 
event (type of cargo, value of 
cargo, waybill number, place of 
shipment/arrival, cause of 
accident, etc.), results on 
assessment of payouts of insurance 
proceeds 


Same as above 


 
Article 5 (Delegation of Personal Information Processing) 
 
1. The Company delegates the processing of personal information as follows for the effective 


management of tasks related to personal information: 
 


Service Provider Description of Delegated Services 
HMP Law Legal advice 


DP DHL Group (Head Office) 
Overseas delivery and operation of the 
GoSource website 


MIDAS IN 


Recruitment related service (operation of 
recruitment websites, storage and 
management of job applicants’ information, 
etc.) 


BS IT IT support (hard disk drive restoration, etc.) 
LG U+ Provision of web fax services 
TeamWave IT support (DLP system operation) 
BizTalk Sending of KakaoTalk messages 
i-Heart Sending of mobile phone text messages 
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Service Provider Description of Delegated Services 
Samjung Data Service (Direct Send) Sending of text messages, etc. 


KG Inicis Provision of credit card payment services 
DadaGlobal (Subcontracting to post offices) Domestic transportation 


GS Networks (GS25), BGF Networks (CU) 
Provision of guidance and delivery of 
passwords to customers using unmanned 
delivery boxes at convenience stores 


Brink’s Korea Destruction of documents 
Gogovan, Delta-On, Dongbang Delivery 
QuickQuick, Kyoungdong Express, 
AnyQuick Logistics, Hana Fine Logistics, 
Hayeong Company, Baekma Transportation, 
Ilyang Logis, Mirae Total Logistics, Jeju Air 
& Sea Cargo Service, KORAIL Networks 
Co., Ltd., Deoksu Company 


Delivery 
(with delivery vans) 


Korean Air Air transportation 
Unseo Customs Broker Office Import and export clearance 
Aeris, Jupiter Express WMX related services 
Billpost Printing and sending of invoices to customers 


Crane Communications 
Operation and management of social media 
accounts and hosting of events (delivering 
prizes to event winners, etc.) 


Purple I&C Delivery of prizes to winners of online events 
Bear Better Production and delivery of calendars 
NHN KCP MYBILL PG and ADC 
Eber Management of membership points 


KCNET, KTNET 
Intermediary services for submission of 
import/export cargo manifests (submission of 
cargo manifests to the customs office) 


NICE AMC Debt collection 
 


The Company will subcontract the processing of personal information to outside service 
providers as follows through the head office (DP DHL Group); if there is any change in the 
subcontracted service providers or subcontracted services, the Company will disclose such 
change through this Privacy Policy: 


 
Subcontracted Service Provider Description of Subcontracted Services 


DHL Group Affiliates 
(The list of affiliates is available here.) 


Overseas delivery (approval of extremely 
heavy items, examination/approval of 
delivery of dangerous items) 


DPDHL Group IT Center Overseas 


Data processing and storage (operation and 
management of public folder system, etc., 
storage and management of phone call 
recording files, operation of the On Demand 
Delivery website) 


DHL Asia Pacific Shared Services Sdn Bhd 


Accounting services (accounting, collection 
of customer fares, etc.) 
Registration, management and maintenance 
(purchase) of partners, 
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Subcontracted Service Provider Description of Subcontracted Services 


Taleo 


Recruitment services (operation of 
recruitment websites, storage and 
management of job applicants’ information, 
etc.) 


SHL 
Online personality and aptitude testing of job 
applicants 


Sonru 
Provision of video interview program 
services for job applicants 


Ingenico Provision of credit card payment services 


ION, DotDigital 
Hosting of event websites and provision of 
internet platform services 


Survey Monkey, Usabilla 
Conducting of surveys including customer 
satisfaction surveys and collection of website 
users’ opinions 


Eber Management of membership points 
Link Mobility Sending of emails and text messages 


 
In addition, the following (subcontracted) service providers of the above delegated (subcontracted) 
services for personal information processing are located outside of Korea: 
 


(Subcontracted) 
Service Provider 


(Country and 
Contact 


Information) 


Date, Time and 
Method of 
Transfer 


Transferre
d Items 


 
(Subcontracted) 


Service 
Provider’s 


Purpose of Use 


(Subcontract
ed) Service 
Provider’s 
Period of 
Retention 
and Use 


Head office and 
affiliates 


(The list of affiliates, 
countries and contact 


information are 
available here.) 


Transfer of 
personal 


information 
through the 


telecommunicati
ons network 
immediately 


upon collection 


Name, 
company, 


country/regi
on, address, 


email 
address, 
contact 


information 
(mobile 
phone 


number, 
office 


number, fax 
number) 


Overseas delivery 
(approval of 
extremely heavy 
items, 
examination/appr
oval of delivery 
of dangerous 
items) 


Until the 
processing of 


delegated 
services is 


completed or 
the delegation 
relationship is 


terminated 


DPDHL Group IT 
Center Overseas 


(Malaysia,+6038315
8000 


Same as above 
Same as 
above 


Data processing 
and storage 
(operation and 
management of 
public folder 
system, etc., 
storage and 
management of 
phone call 


Same as 
above 
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recording files, 
operation of the 
On Demand 
Delivery website) 


Survey Monkey, 
Usabilla 


(USA,+1650543840
0) 


Same as above 
Email 


address 


Collection of 
website users’ 
opinions and 
conducting of 
surveys including 
customer 
satisfaction 
surveys 


Same as 
above 


Ingenico(France, 
+33 (0)1 34 34 95 


95) 
Same as above 


Credit card 
information 


Provision of 
credit card 
payment services 


Same as 
above 


ION(UK, +44 20 
7398 0200) 


DotDigital(UK, +44 
(0)20 3953 3072) 


Same as above 


Name, 
email 


address, 
address, 
contact 


information 
(mobile 
phone 


number, 
office 


number) 


Hosting of event 
websites and 
provision of 
internet platform 
services 


Same as 
above 


Link 
Mobility(Germany, 


+49408888080) 
Same as above 


Name, 
email, 
contact 


information 
(mobile 
phone 


number) 


Sending of emails 
and text messages 


Same as 
above 


 
2. When entering into a personal information delegation agreement, the Company will separately 


set forth matters related to the delegation, including, but not limited to, prohibition of personal 
information processing for purposes other than the performance of the delegated services, 
technical and administrative protection measures, management and supervision of the service 
provider, compensation for damages and subcontracting as set forth in the agreement or other 
relevant documents, in accordance with the PIPA and the Company will supervise whether the 
service provider processes personal information in a safe manner. 


 
3. If there is any change in the details of the delegated services or the service provider, the 


Company will immediately notify such change through this Privacy Policy. 
 
Article 6 (Rights and Obligations of Data Subjects and Method of Exercise Thereof) 
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1. The Data Subjects and their legal representatives may exercise the following rights related to 
personal information protection in their own names or in the name of children under the age 
of 14: 


 
(1) Request for access to personal information; 
(2) Request for correction of errors in personal information, etc. (if any); 
(3) Request for deletion of personal information; 
(4) Request for suspension of personal information processing; and 
(5) Withdrawal of consent regarding personal information. 


 
2. The rights set forth in Paragraph 1 above may be exercised in writing or via the Internet website, 


telephone, email address, fax, etc., and the Company will immediately take necessary 
measures such as verification of the identity of the relevant Data Subject as set forth in 
applicable laws and regulations including the PIPA. 


 
3. If a Data Subject or his/her legal representative requests correction or deletion of any error in 


personal information related to him/her or a child under the age of 14, the Company will not 
use or transfer such personal information until the request is completed and will correct the 
unlawful use or provision of personal information immediately upon discovery of such 
discrepancy in personal information. 


 
4. The rights set forth in Paragraph 1 above may be exercised through a legal representative 


(attorney-in-fact, agent, etc.), and in this case, a power of attorney in Annex Form No. 11 of 
the Notification on the Method of Processing Personal Information shall be submitted to the 
Company. 


 
5. All Data Subjects shall not infringe upon their own or third parties’ personal information and 


privacy processed by the Company in violation of applicable laws and regulations including 
the PIPA or the Network Act. 


 
Article 7 (Destruction of Personal Information) 
 
1. Unless the Company is required to retain personal information by laws and regulations, the 


Company will, in principle, destroy personal information without delay when personal 
information becomes unnecessary, such as when the purpose of processing personal 
information has been achieved. 


 
2. If the Company is required by laws and regulations to retain personal information even after 


the expiration of the applicable retention period or achievement of the purpose of processing 
personal information, the Company will store and manage such personal information 
separately from other personal information. 


 
3. The Company will delete electronic files containing personal information in a way that makes 


such personal information irrecoverable and will shred or incinerate and safely dispose 
printouts containing personal information. 
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Article 8 (Measures to Ensure Safety of Personal Information) 
 
The Company will take technical, administrative and physical measures necessary to ensure 
security, including the following measures, in accordance with the PIPA: 
 
1. Administrative measures: implementation and operation of an internal management plan for 


personal information, minimization of employees who process personal information, training 
of such employees, etc.; 


 
2. Technical measures: security measures using technologies, such as encryption of personal 


information, installation of security devices, preventive measures against forgery and 
alteration of access records, preventive measures against computer viruses by installing and 
operating vaccine programs, etc.; and 


 
3. Physical measures: restriction and control of access to the computer room, data storage room, 


etc. 
 
Article 9 (Additional Use and Provision of Personal Information) 
 
The Company may use or provide personal information to the extent that is reasonably related to 
the original purpose of collection by considering whether there is any disadvantage to the Data 
Subjects, whether necessary measures to ensure security, such as encryption have been taken, etc. 
in accordance with the PIPA. 
 
The specific considerations are as follows, and the Company will carefully determine whether to 
use and provide personal information by comprehensively taking into account applicable laws 
and regulations including the PIPA, purpose of use and provision of personal information, 
methods of using and providing personal information, items of personal information to be used 
and provided, details of consent given by the Data Subjects or matters notified or disclosed to the 
Data Subjects, if any, impact of use and provision on the Data Subjects and measures taken to 
protect relevant information: 
 


 Whether the use or provision of personal information is related to the original purpose of 
collection; 


 Whether the additional use or provision of personal information is foreseeable in light of 
the circumstances in which personal information is collected or practices of processing 
personal information; 


 Whether the interests of the Data Subjects are unduly infringed; and 
 Whether necessary measures have been taken to ensure safety, such as pseudonymization 


or encryption. 
 
Article 10 (Installation, Operation and Refusal of Automatic Personal Information 


Collection System) 
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1. The Company uses “cookies” to store and load user information to provide optimized 
information to website users by collecting and analyzing the types of visits to and use of its 
website and the number of users. 
 


2. Users of the website may choose whether or not to install cookies, and accordingly, users may 
change their options in the web browser to choose whether to allow the saving of all cookies, 
to confirm the same each time cookies are saved or to refuse the saving of all cookies. 


 
Article 11 (Chief Privacy Officer) 
 
Pursuant to the PIPA, the Company has appointed the following chief privacy officer (the “Chief 
Privacy Officer”) and working-level personnel to protect personal information and handle 
complaints related to personal information: 
 
1. Chief Privacy Officer 


 Name:  Bong-Jo Kim 
 Department: IT Department (Information System Division), Head 
 Contact information: KR-EXP-Privacy@dhl.com 


 
2. Department in charge of personal information protection 


 Department: IT Department (Information System Division) 
 Telephone: 02-710-8368 
 Contact information: KR-EXP-Privacy@dhl.com  


 
Article 12 (Installation and Operation of Visual Information Processing Devices) 
 
The Company installs and operates visual information processing devices (“CCTVs”) as follows: 
 
1. Grounds and purposes of installing CCTVs: to ensure the safety of the Company’s equipment 


(safety of facilities), to prevent fire, to prevent crime, etc. 
 
2. Number of CCTVs installed, area of installation and scope of recording: The number of 


CCTVs installed is 996, CCTVs are installed inside and outside major facilities operated and 
managed by the Company, including lobby, entrance and emergency exit, and all areas of the 
major facilities are recorded. 


 
3. Responsible manager, department in charge and person with the right to access visual 


information: The Company has the following responsible manager to protect visual 
information and handle complaints related to personal visual information: 
 


Classification Name Title Department Contact 
Information 


Responsible 
manager 


Manager of 
each service 


center 
Head of Center 


Business 
Affairs 


Department 


Main number 
of each service 


center 
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Person with 
access right 


Manager of 
each service 


center 
Head of Center 


Business 
Affairs 


Department 


Main number 
of each service 


center 
 
4. Recording time, retention period, place for storage and method of processing visual 


information: 
 


 Recording time: 24 hours 
 Retention period: 30 days (30 days for CCTVs installed at sales service branches) 
 Place for storage: The recorded visual information is stored in a separate place with a lock 


located at each facility operated and managed by the Company. 
 Method of processing: The Company records and manages matters concerning the use of 


personal visual information for other purposes, provision to a third party, destruction, 
requests for access, etc. and permanently deletes (shreds or incinerates in the case of 
printouts) personal visual information in an irrecoverable manner upon expiration of the 
retention period. 


 
5. Method of verifying visual information and place of verification: You may verify visual 


information by requesting the person responsible for the maintenance and repair of each 
facility, and such information may be verified at a separate place of each facility with a lock. 
(If a customer or a third party who is not the Company’s responsible manager or employee 
requests access to visual information, such visual information may be provided and verified 
after obtaining final approval from the Chief Privacy Officer.) 


 
6. Measures taken upon the Data Subject’s request for access to visual information, etc.: If you 


wish to access, confirm the existence of or delete visual information, you may request the 
Company at any time; provided, however, that the foregoing shall be limited to footages that 
record your visual information and any visual information that is clearly necessary for the 
urgent need to protect the life, body or property of the Data Subject. If you request access to, 
confirmation of the existence or deletion of visual information, the Company will take 
necessary measures without delay. 
 
However, the Company may refuse to take such measures despite the request for access to, 
confirmation of the existence or deletion of visual information in any of the following events, 
in which case the Company will notify the reason for refusal in writing, etc. within 10 days: 
 
 If visual information has been destroyed due to the lapse of the retention period; 
 If access to or disclosure of visual information is likely to infringe upon privacy of others; 
 If the request causes serious disruption to criminal investigation, maintenance of public 


prosecution, proceeding with a trial, etc.; or 
 If there is any other justifiable reason to refuse your request for access, etc. 


 
7. Technical, administrative and physical measures to protect visual information: The Company 


is taking security measures required by the PIPA and other applicable laws and regulations, 
including the following: 
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 Technical measures 


- The Company is applying technical controls to prevent access by unauthorized users. 
- The Company is carrying out monitoring to prevent accidents that may occur inside 


and outside the Company. 
 


 Administrative measures 
- The Company strictly prohibits arbitrary access, reproduction, removal, etc. of 


information recorded and collected by CCTVs. 
- The Company complies with administrative protection measures under this Privacy 


Policy. 
 


 Physical measures 
- CCTV recording equipment is kept separately in a designated restricted area, and 


access to such area is strictly controlled. 
 
Article 13 (Remedies for Infringement of Rights) 
 
In order to seek remedies for personal information infringement, the Data Subjects may apply for 
consultation with the Personal Information Dispute Mediation Committee, the Personal 
Information Infringement Reporting Center under the Korea Internet & Security Agency, etc. 
 
Please contact the following institutions for other reports and consultations on personal 
information infringement: 
 
1. Personal Information Dispute Mediation Committee: 118 (no area code required) 
2. Information Protection Mark Certification Committee: +82-2-580-0533~4 
3. Cyber Crime Investigation Team of the Supreme Prosecutors’ Office: +82-2-3480-3573 
4. Cyber Terror Response Center of the National Police Agency: +82-2-1566-0112 
 
Article 14 (Amendments to Privacy Policy) 
 
This Privacy Policy shall take effect from the effective date.  If any addition, deletion or 
correction is made to this Privacy Policy pursuant to applicable laws and regulations and the 
guidelines on the provisions of this Privacy Policy, the Company will disclose such amendment 
in the manner prescribed by applicable laws and regulations. 
 


※ History of establishment and amendment of this Privacy Policy 
No. Date of Establishment and 


Amendment 
Details Direct 


Link 


1 December 29, 2017 
Established the Company’s Privacy 


Policy 
Link 


2 December 15, 2018 
Reflected changes in service 


providers 
Link 


3 September 1, 2021 Added Article 12 and reflected  
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changes in service providers 
pursuant to the amended PIPA 


 
*          *          * 
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Privacy Policy (DHL Korea Ltd.) 
  


 
DHL Korea Co., Ltd. (the “Company” or “DHL Korea”) is in compliance with the provisions 
applicable to personal information processors and online service providers under the applicable 
privacy laws, including the Personal Information Protection Act (the “PIPA”), the Act on 
Promotion of Information and Communications Network Utilization and Information Protection, 
Etc. (the “Network Act”), and the Use and Protection of Credit Information Act.  
 
For the above purposes, DHL Korea has established and implemented this Privacy Policy in order 
to protect the personal information and rights of relevant data subjects (the “Data Subjects”) and 
to seamlessly handle and manage their grievances pursuant to Article 30 of the PIPA. 
 
Any and all amendments to this Privacy Policy will be disclosed on the Company’s website. 
 
This Privacy Policy has been amended as follows and will take effect as of November 1, 2021. 
 
Article 1 (Purpose of Personal Information Processing)  
 
The Company’s purpose for processing the Data Subjects’ personal information are described 
below.  The Company processes personal information for the following purposes and does not 
use it for any other purposes.  If the purpose of use shall change, the Company will take 
appropriate measures, such as obtaining separate consents from Data Subjects as required under 
the PIPA.  
 
1. Providing services 


 
• Verification of customers, provision of various services of the Company (delivery service, 


membership service including MyDHL+, reward provision service, customer number 
issuance service, DHL ProView service, customs clearance and customs response service, 
My Bill service, emergency passport express delivery service, On Demand Delivery 
service, Internet website chat service, cargo liability insurance subscription service, 
customs refund service, customs clearance code proxy issuance service, etc.), 
management of service usage details, preservation of service provision records, 
calculation of delivery fees and notification of delivered goods, delivery reservation, 
delivery of shipments, sending of contracts and invoices, provision of customized 
services, payment and calculation of unpaid amount, preparation of waybill, customs 
declaration, payment of customs duties and surtax, insurance subscription, packaging of 
delivered goods, provision of pick-up service, delivery tracking, prevention of fraudulent 
or unauthorized use by undesirable members, member management, response to 
customers’ inquiries and requests for services such as delivery, provision of up-to-date 
changes and materials, etc. 


 
2. Response to customer inquiries or opinions and handling of complaints 
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• Verification of customers and their complaints, communication and notification for fact-


finding, notification of handling results, dispute mediation and preservation of relevant 
records, prevention of indiscriminate postings, delivery of announcements, utilization of 
statistical data, improvement of internet website, response to inquiries and opinions, etc. 


 
3. Execution and performance of contracts 


 
• Verification and identification of counterparties, decision on contract execution, 


guarantee of fair execution of contracts, performance of contracts such as payment of 
expenses and amounts for service provision, business communication within the scope 
necessary for execution and performance of contracts, delivery of invoice, payment or 
collection of rent, documentation of lawful execution and performance of contracts, 
management of overall status of contracts such as counterparties, contractual terms and 
conditions, details of payment, etc., business cooperation with related companies (head 
office, affiliates, etc.), etc. 


 
4. Marketing and public relations activities 


 
• Provision of information related to the Company’s services via phone, text message, mail, 


email, mobile messenger or direct marketing, conduct surveys, general marketing 
activities such as hosting various events including online events, handling of tasks related 
to hosting events (receiving event entries, selecting and contacting winners, delivering 
prizes, hosting events), etc. 


 
5. Management of visitors and mail 


 
• Management of visitors to prevent unauthorized access to offices and service centers, 


issuance of temporary access cards, prevention of security accidents and terrorist 
activities, parking management, identification of circumstances in the event of an 
accident, maintenance and management of the Company’s security, prior examination of 
visitors, prevention of infection and spread of COVID-19, etc.  


 
6. Performance of legal and administrative obligations of the Company 


 
• Performance of various legal and administrative obligations of the Company pursuant to 


laws and regulations as well as orders and dispositions imposed by administrative 
agencies or relevant authorities based thereon, such as report and payment of various 
taxes including withholding of corporate income tax, value-added tax and income tax, 
issuance and delivery of receipts and tax invoices, etc.  


 
7. Handling of tasks related to job applications 


 
• Performance of tasks related to hiring employees with qualifications required by the 


Company and their admittance to the Company, confirmation (inquiry and verification) 
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of applicants’ identity, academic background, career and qualifications, reference check, 
management of past application history, progress and management of hiring procedures, 
confirmation of health conditions and determination of job eligibility, consideration of 
obligations under the Employment Promotion and Vocational Rehabilitation of Disabled 
Persons Act (determination of eligibility for employment of persons with disabilities, 
performance of obligation to hire persons with disabilities, report of employment 
contribution for persons with disabilities, etc.), determination and notification of 
employment, determination of eligibility for preferential employment (determination of 
eligibility for additional points under the Act on the Honorable Treatment and Support of 
Persons of Distinguished Service to the State, etc.), confirmation of applicants’ intention 
of application, handling of relevant complaints and dispute resolution, creation of basic 
data of new employees upon determination of employment, confirmation of intention of 
application in the event of additional employment, operation of a pool of applicants 
(confirmation of intention of application in the event of additional employment), payment 
of travel expenses such as transportation expenses, etc., response to inquiries regarding 
job application, etc.  


 
8. Handling of other tasks performed by the Company 


 
• Reponse to inquiries and requests related to the services provided by the Company and 


provision of information, etc. 
 
Article 2 (Items of Personal Information to be Processed)  
 
Key items of personal information processed by the Company pursuant to the consent provided 
by the Data Subjects or by applicable laws and regulations are as follows.  The actual processed 
items may somewhat vary depending on the circumstances in which the Company processes the 
relevant personal information.  However, if necessary, the Company obtains consent from the 
Data Subjects through the personal information consent form.  Thus, please refer to the consent 
form. 
 
1. Items related to handling inquiries 


 
• Name, email address, mobile phone number, customer number, company, department, 


country/region, type of inquiry and content of inquiry, freight ID or tracking number, 
waybill number, etc. 
 


2. Items related to delivery service 
 
• Sender information (name, company, country/region, address, email address, contact 


information (mobile phone number, office phone number, fax number), VAT/Tax ID, 
EORI number), recipient information (name, company, country/region, address, email 
address, contact information (mobile phone number, office phone number, fax number, 
etc.), VAT/Tax ID), details of shipment, whether the content of shipment is 
document/freight, value of shipment, insurance coverage, desired packaging method, 
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selection of packaging, shipping charge, weight, size, date of shipment/arrival, expected 
date and time of delivery, payment information, customer number (if applicable), method 
of payment of customs duties and surtax, customs trade conditions, information on pick-
up of goods upon reservation for pick-up (total pick-up weight, etc.), etc. 
 


3. Items related to MyDHL+ membership service 
 
• Name, name of affiliated company (in the case of an individual, name of such individual), 


email address, contact information (office phone number, fax number, home phone 
number, mobile phone number, etc.), password, intention to apply for DHL customer 
number, frequency of delivery, address, etc. 


 
4. Items related to customer number issuance service 


 
• Company name, name of person-in-charge, telephone number, business entity 


registration number, email address, address, whether the customer is a B2C customer and 
route, delivery address, quantity and frequency, location, information to be noted and 
other information collected during the opening process  


 
5. Items related to customs clearance service 


 
• Name, email address, telephone number (mobile phone number, office phone number), 


address, waybill number, personal customs clearance code, alien registration number, 
passport number, affiliated company (including company information such as customs 
clearance code), nationality (if the consignee is a foreigner), any and all personal 
information on other documents required for customs clearance (documents submitted to 
customs office) 


 
6. Items related to the cargo liability insurance service 


 
• Personally identifiable information (name, address, telephone number, email address), 


information related to the insured event (type of cargo, value of cargo, waybill number, 
place of shipment/arrival, cause of the accident, etc.), results on assessment ofpayouts of 
insurance proceeds, etc.  


 
7. Items related to DHL ProView service 


 
• Name, job position, company name, address, country name, customer number, PIN 


number receipt route, email address, mobile phone number (telephone number), fax 
number, etc. 


 
8. Items related to My Bill service 
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• DHL customer number, company-related information (trade name, business entity 
number, address, country), name, email address, contact information (company or mobile 
phone number), job position, last DHL invoice (number, invoice amount, etc.)  


 
9. Items related to On Demand Delivery service 


 
• Name, address, email address, mobile phone number, password, waybill number, mobile 


phone number, preferred delivery method (new delivery option, changed delivery address 
and name, changed delivery date and time zone, receipt method, designated recipient’s 
name (including building/unit number), gate/door code, delivery instructions, etc.), etc.  


 
10. Items related to customs duties refund (for breach) service  


 
• Name, address, mobile phone number, personal customs clearance code, email address, 


account information for refund (bank name, account number, account name), trade name, 
waybill number, business entity registration number, passport number, alien registration 
number, etc.  


 
11. Items related to customs clearance code proxy issuance service 


 
• Name, email address, telephone number (mobile phone number, office phone number), 


address, alien registration number, passport number, etc.  
 


12. Items related to DHL reward service 
 
• Name, email, contact information (mobile phone number), amount of payment for 


delivery and the amount of relevant points (amount accumulated and amount used), 
membership class, etc. 


 
13. Items related to emergency passport express delivery service 


 
• Country of residence, name of diplomatic mission, consulate, whether the document 


security service is used, name of applicant, person who desires to have a passport issued 
(name, date of birth), telephone number, email address, etc.  
 


14. Items related to related companies (affiliates) 
 
• Name, company name, job title, business entity registration number, bank account 


number, address, name of person-in-charge, telephone number, email address, fax 
number, relationship with the Company’s employee, etc.  
 


15. Items related to job applicants 
 
• Name (Korean/English), gender, photo, date of birth (age), nationality, address and 


location of residence, information on veterans and persons of distinguished service, 
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telephone number, mobile phone number, email address, academic background (name of 
school, major, degree, attendance period, location, acquired credits, grade, etc.), grade, 
military service, career (company name, job position, duties, salary level, reputation, etc.), 
information on overseas stay and training activities (exchange student, etc.), information 
on social activities, leadership and social service activities, language (language ability 
test score, etc.) and other qualifications (information on certificates held, etc.), award-
winning experience (name of competition, competition organizer, award details, award 
date, etc.) and other information on rewards and punishment, hobby, specialty, self-
introduction, SNS address, application route, credit status, disability status, inquiries 
regarding job application, etc.  


• Results of the Company’s evaluation, results of the personality and aptitude test, any and 
all information on other documents provided by the applicant to the Company (resume, 
letter of self-introduction, transcript, etc.), etc. 


• Additional items to be collected from those applying as drivers: whether they have a 
driver’s license, vehicle types of which they are capable of driving, accidents that 
occurred and penalty points that were earned after obtaining the license, history of license 
suspension/cancellation, etc.  


• Additional items to be collected from interviewees (those who passed the document 
review process): information on designated/undesignated recommenders for reference 
check (information on companies or institutions of previous employment or superiors 
thereof such as name, affiliation, job position, contact information, etc.), results of 
reference check including performance evaluation, and for those applying for a job 
opening at the customer center, details of phone-response test recording, etc. 


• Additional items to be collected from interviewees (those who passed the document 
review process): current health conditions, history of past diseases and injuries, reasons 
for military exemption, information on criminal records, whether they belong to a group 
subject to sanctions imposed by the UN or other international organizations, COVID-19 
test results, etc.  


 
16. Items related to campaigns or events 


 
• Information on those who entered online events such as name, email address, mobile 


phone number, telephone number, company name, address, company address, business 
entity registration number, access route, employee code of the person-in-charge, SNS 
(e.g., entrant ID, mobile phone number, address, customer number, person in charge of 
sales, other information provided at the time of entry or winning), etc.  
 


17. Other automatically generated information 
 
• Access IP information, cookies, service usage history, access logs, etc. 


 
18. Items related to customer feedback 
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• Name, mobile phone number, email address, telephone number, address, company name, 
waybill number, customer number, opinion on the Company’s service, etc. (including 
feedback and questions), etc. 
 


19. Items related to visiting customers and other visitors 
 
• Name, affiliated company and job title, email address, telephone number, address, 


purpose of visit, items stated in the entry/exit ledger (entry/exit number, affiliation, 
vehicle number, time of visit and visited department, reason for visit, person guiding the 
visitor, etc.), whether the visitor has fever symptoms, whether the visitor is infected with 
COVID-19, whether there has been confirmed cases of COVID-19 within the visitor’s 
company, etc. 


 
Article 3 (Personal Information Processing and Retention Period)  
 
1. The Company will retain and use personal information related to the provision of services for 


(i) the period set forth in applicable laws and regulations, (ii) the period specified in the 
consent form for the relevant Data Subjects submitted at the time of collecting personal 
information, or (iii) the period from the date of submitting consent form for use and collection 
of personal information until the date when the purpose of processing personal information 
is achieved; provided, however, that the Company may retain and use such personal 
information even after the expiration of the relevant retention period only for the purpose of 
handling complaints and performing obligations under applicable laws and regulations.  


 
2. In principle, the Company will process and retain personal information until the delivery of 


service and payment and calculation of the unpaid amount are completed; provided, however, 
the Company will process and retain personal information until the termination of the 
relevant grounds for retention in the following cases: 


 
(1) Transaction records, such as labeling and advertising, contractual terms and performance 


thereof, under Article 6 of the Enforcement Decree of the Act on the Consumer 
Protection in Electronic Commerce, Etc. 


 
• Records on labeling and advertising: 6 months 
• Records on contracts, offers, payment of transaction amount or withdrawal of 


provision of goods: 5 months 
• Records on customer complaints or dispute settlement: 3 years (however, in the case 


of records on compensation claims: 5 years) 
 


(2) Electronic communication-related records under Article 41 of the Enforcement Decree 
of the Protection of Communications Secrets Act  


 
• The date and time of the communication, the starting time and the ending time of the 


communication, the registered number of the other party of the communication, point 
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of use, data on tracking the location of the sending base station used for the electronic 
communication: 1 year  


• Computer communication records, Internet log and data on tracking the access 
location: 3 months 


 
(3) In the case of identity verification records under Article 29 of the Enforcement Decree 


of the Network Act, 6 months after deleting the post posted on the bulletin board 
 


(4) In the case of evidentiary transaction records under Article 85-3(2) of the National Tax 
Basic Law, Article 116(1) of the Corporate Income Tax Law, Article 31 of the Value-
Added Tax Law, etc., 5 years from the filing deadline 


 
(5) In the case of a recipient’s application for change of payment terms and confirmation 


letter, 1 year and 6 months from the date of submission to the Ministry of Economy and 
Finance 


 
(6) In the case of visitor (access) management records and mail, 1 year 


 
Article 4 (Provision of Personal Information to Third Parties) 
 
1. In principle, the Company will process personal information of the Data Subjects within the 


scope of the purpose set forth in Article 1 of this Privacy Policy and will not process or provide 
to a third party beyond the original scope, without prior consent of the Data Subjects; provided, 
however, that the foregoing shall not apply to the following cases: 


 
• Where the Data Subjects have given prior consent to the provide or transfer personal 


information; and 
• Where the provision of personal information is required or permitted by laws and 


regulations, etc. 
 
2. The Company shall provide personal information to the following third parties: 


 


Recipient Recipient’s 
Purpose of Use Items to be Provided 


Recipient’s 
Period of 


Retention and 
Use 


Korea 
Customs 
Service 
(125) 


Imposition and 
collection of 
customs duties, 
declaration of 
transportation, 
handling of customs 
clearance and 
customs response, 
examination and 


Name, email address, contact 
information (office, home, mobile 
phone, fax), address (home, 
office), waybill number, personal 
customs clearance code, alien 
registration number, passport 
number, affiliated company 
(including company information 
such as customs clearance code), 


Until the 
purposes of use 


of personal 
information are 


attained 
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Recipient Recipient’s 
Purpose of Use Items to be Provided 


Recipient’s 
Period of 


Retention and 
Use 


processing of 
customs duties 
refund, customs 
duties refund for 
breach and issuance 
of customs 
clearance code 


nationality (if the consignee is a 
foreigner), any and all personal 
information on other documents 
required for customs clearance 
(documents submitted to customs 
office) 


National Tax 
Service 
(126) 


Imposition, 
reduction and 
collection of 
various taxes 
including VAT 


Name, email address, address, 
contact information (office, home, 
mobile phone, fax), address 
(home, office) 


Same as above 


AIG 
(1544-2792) 


Assessment of 
payouts of 
insurance proceeds 
related to cargo, 
investigation of the 
insured event (if 
necessary), payouts 
of insurance 
proceeds, handling 
of complaints and 
legal actions 


Personally identifiable 
information (name, address, 
telephone number, email address), 
information related to the insured 
event (type of cargo, value of 
cargo, waybill number, place of 
shipment/arrival, cause of 
accident, etc.), results on 
assessment of payouts of insurance 
proceeds 


Same as above 


 
Article 5 (Delegation of Personal Information Processing) 
 
1. The Company delegates the processing of personal information as follows for the effective 


management of tasks related to personal information: 
 


Service Provider Description of Delegated Services 
HMP Law Legal advice 


DP DHL Group (Head Office) Overseas delivery and operation of the 
GoSource website 


MIDAS IN 


Recruitment related service (operation of 
recruitment websites, storage and 
management of job applicants’ information, 
etc.) 


BS IT IT support (hard disk drive restoration, etc.) 
LG U+ Provision of web fax services 
TeamWave IT support (DLP system operation) 
BizTalk Sending of KakaoTalk messages 
i-Heart Sending of mobile phone text messages 
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Service Provider Description of Delegated Services 
Samjung Data Service (Direct Send) Sending of text messages, etc. 
KG Inicis Provision of credit card payment services 
DadaGlobal (Subcontracting to post offices) Domestic transportation 


GS Networks (GS25), BGF Networks (CU) 
Provision of guidance and delivery of 
passwords to customers using unmanned 
delivery boxes at convenience stores 


Brink’s Korea Destruction of documents 
Gogovan, Delta-On, Dongbang Delivery 
QuickQuick, Kyoungdong Express, 
AnyQuick Logistics, Hana Fine Logistics, 
Hayeong Company, Baekma Transportation, 
Ilyang Logis, Mirae Total Logistics, Jeju Air 
& Sea Cargo Service, KORAIL Networks 
Co., Ltd., Deoksu Company, DAWON 
Express 


Delivery 
(with delivery vans) 


Korean Air Air transportation 
Unseo Customs Broker Office Import and export clearance 
Aeris, Jupiter Express WMX related services 
Billpost Printing and sending of invoices to customers 


Crane Communications 
Operation and management of social media 
accounts and hosting of events (delivering 
prizes to event winners, etc.) 


Purple I&C Delivery of prizes to winners of online events 
Bear Better Production and delivery of calendars 
NHN KCP MYBILL PG and ADC 
Eber Management of membership points 


KCNET, KTNET 
Intermediary services for submission of 
import/export cargo manifests (submission of 
cargo manifests to the customs office) 


NICE AMC Debt collection 


The Company will subcontract the processing of personal information to outside service 
providers as follows through the head office (DP DHL Group); if there is any change in the 
subcontracted service providers or subcontracted services, the Company will disclose such 
change through this Privacy Policy: 


Subcontracted Service Provider Description of Subcontracted Services 


DHL Group Affiliates 
(The list of affiliates is available here.) 


Overseas delivery (approval of extremely 
heavy items, examination/approval of 
delivery of dangerous items) 


DPDHL Group IT Center Overseas 


Data processing and storage (operation and 
management of public folder system, etc., 
storage and management of phone call 
recording files, operation of the On Demand 
Delivery website) 


DHL Asia Pacific Shared Services Sdn Bhd 
Accounting services (accounting, collection 
of customer fares, etc.) 
Registration, management and maintenance 



http://www.dhl.com/
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Subcontracted Service Provider Description of Subcontracted Services 
(purchase) of partners, 


Taleo 


Recruitment services (operation of 
recruitment websites, storage and 
management of job applicants’ information, 
etc.) 


SHL Online personality and aptitude testing of job 
applicants 


Sonru Provision of video interview program 
services for job applicants 


Ingenico Provision of credit card payment services 


ION, DotDigital Hosting of event websites and provision of 
internet platform services 


Survey Monkey, Usabilla 
Conducting of surveys including customer 
satisfaction surveys and collection of website 
users’ opinions 


Eber Management of membership points 
Link Mobility Sending of emails and text messages 


 
In addition, the following (subcontracted) service providers of the above delegated (subcontracted) 
services for personal information processing are located outside of Korea: 
 


(Subcontracted) 
Service Provider 


(Country and 
Contact 


Information) 


Date, Time and 
Method of 
Transfer 


Transferre
d Items 


 
(Subcontracted) 


Service 
Provider’s 


Purpose of Use 


(Subcontract
ed) Service 
Provider’s 
Period of 
Retention 
and Use 


Head office and 
affiliates 


(The list of affiliates, 
countries and contact 


information are 
available here.) 


Transfer of 
personal 


information 
through the 


telecommunicati
ons network 
immediately 


upon collection 


Name, 
company, 


country/regi
on, address, 


email 
address, 
contact 


information 
(mobile 
phone 


number, 
office 


number, fax 
number) 


Overseas delivery 
(approval of 
extremely heavy 
items, 
examination/appr
oval of delivery 
of dangerous 
items) 


Until the 
processing of 


delegated 
services is 


completed or 
the delegation 
relationship is 


terminated 


DPDHL Group IT 
Center Overseas 


(Malaysia,+6038315
8000 


Same as above Same as 
above 


Data processing 
and storage 
(operation and 
management of 
public folder 
system, etc., 
storage and 
management of 


Same as 
above 



http://www.dhl.com/
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phone call 
recording files, 
operation of the 
On Demand 
Delivery website) 


Survey Monkey, 
Usabilla 


(USA,+1650543840
0) 


Same as above Email 
address 


Collection of 
website users’ 
opinions and 
conducting of 
surveys including 
customer 
satisfaction 
surveys 


Same as 
above 


Ingenico(France, 
+33 (0)1 34 34 95 


95) 
Same as above Credit card 


information 


Provision of 
credit card 
payment services 


Same as 
above 


ION(UK, +44 20 
7398 0200) 


DotDigital(UK, +44 
(0)20 3953 3072) 


Same as above 


Name, 
email 


address, 
address, 
contact 


information 
(mobile 
phone 


number, 
office 


number) 


Hosting of event 
websites and 
provision of 
internet platform 
services 


Same as 
above 


Link 
Mobility(Germany, 


+49408888080) 
Same as above 


Name, 
email, 
contact 


information 
(mobile 
phone 


number) 


Sending of emails 
and text messages 


Same as 
above 


 
2. When entering into a personal information delegation agreement, the Company will separately 


set forth matters related to the delegation, including, but not limited to, prohibition of personal 
information processing for purposes other than the performance of the delegated services, 
technical and administrative protection measures, management and supervision of the service 
provider, compensation for damages and subcontracting as set forth in the agreement or other 
relevant documents, in accordance with the PIPA and the Company will supervise whether the 
service provider processes personal information in a safe manner. 


 
3. If there is any change in the details of the delegated services or the service provider, the 


Company will immediately notify such change through this Privacy Policy. 
 
Article 6 (Rights and Obligations of Data Subjects and Method of Exercise Thereof) 
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1. The Data Subjects and their legal representatives may exercise the following rights related to 
personal information protection in their own names or in the name of children under the age 
of 14: 


 
(1) Request for access to personal information; 
(2) Request for correction of errors in personal information, etc. (if any); 
(3) Request for deletion of personal information; 
(4) Request for suspension of personal information processing; and 
(5) Withdrawal of consent regarding personal information. 


 
2. The rights set forth in Paragraph 1 above may be exercised in writing or via the Internet website, 


telephone, email address, fax, etc., and the Company will immediately take necessary 
measures such as verification of the identity of the relevant Data Subject as set forth in 
applicable laws and regulations including the PIPA. 


 
3. If a Data Subject or his/her legal representative requests correction or deletion of any error in 


personal information related to him/her or a child under the age of 14, the Company will not 
use or transfer such personal information until the request is completed and will correct the 
unlawful use or provision of personal information immediately upon discovery of such 
discrepancy in personal information. 


 
4. The rights set forth in Paragraph 1 above may be exercised through a legal representative 


(attorney-in-fact, agent, etc.), and in this case, a power of attorney in Annex Form No. 11 of 
the Notification on the Method of Processing Personal Information shall be submitted to the 
Company. 


 
5. All Data Subjects shall not infringe upon their own or third parties’ personal information and 


privacy processed by the Company in violation of applicable laws and regulations including 
the PIPA or the Network Act. 


 
Article 7 (Destruction of Personal Information) 
 
1. Unless the Company is required to retain personal information by laws and regulations, the 


Company will, in principle, destroy personal information without delay when personal 
information becomes unnecessary, such as when the purpose of processing personal 
information has been achieved. 


 
2. If the Company is required by laws and regulations to retain personal information even after 


the expiration of the applicable retention period or achievement of the purpose of processing 
personal information, the Company will store and manage such personal information 
separately from other personal information. 


 
3. The Company will delete electronic files containing personal information in a way that makes 


such personal information irrecoverable and will shred or incinerate and safely dispose 
printouts containing personal information. 
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Article 8 (Measures to Ensure Safety of Personal Information) 
 
The Company will take technical, administrative and physical measures necessary to ensure 
security, including the following measures, in accordance with the PIPA: 
 
1. Administrative measures: implementation and operation of an internal management plan for 


personal information, minimization of employees who process personal information, training 
of such employees, etc.; 


 
2. Technical measures: security measures using technologies, such as encryption of personal 


information, installation of security devices, preventive measures against forgery and 
alteration of access records, preventive measures against computer viruses by installing and 
operating vaccine programs, etc.; and 


 
3. Physical measures: restriction and control of access to the computer room, data storage room, 


etc. 
 
Article 9 (Additional Use and Provision of Personal Information) 
 
The Company may use or provide personal information to the extent that is reasonably related to 
the original purpose of collection by considering whether there is any disadvantage to the Data 
Subjects, whether necessary measures to ensure security, such as encryption have been taken, etc. 
in accordance with the PIPA. 
 
The specific considerations are as follows, and the Company will carefully determine whether to 
use and provide personal information by comprehensively taking into account applicable laws 
and regulations including the PIPA, purpose of use and provision of personal information, 
methods of using and providing personal information, items of personal information to be used 
and provided, details of consent given by the Data Subjects or matters notified or disclosed to the 
Data Subjects, if any, impact of use and provision on the Data Subjects and measures taken to 
protect relevant information: 
 


• Whether the use or provision of personal information is related to the original purpose of 
collection; 


• Whether the additional use or provision of personal information is foreseeable in light of 
the circumstances in which personal information is collected or practices of processing 
personal information; 


• Whether the interests of the Data Subjects are unduly infringed; and 
• Whether necessary measures have been taken to ensure safety, such as pseudonymization 


or encryption. 
 
Article 10 (Installation, Operation and Refusal of Automatic Personal Information 


Collection System) 
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1. The Company uses “cookies” to store and load user information to provide optimized 
information to website users by collecting and analyzing the types of visits to and use of its 
website and the number of users. 
 


2. Users of the website may choose whether or not to install cookies, and accordingly, users may 
change their options in the web browser to choose whether to allow the saving of all cookies, 
to confirm the same each time cookies are saved or to refuse the saving of all cookies. 


 
Article 11 (Chief Privacy Officer) 
 
Pursuant to the PIPA, the Company has appointed the following chief privacy officer (the “Chief 
Privacy Officer”) and working-level personnel to protect personal information and handle 
complaints related to personal information: 
 
1. Chief Privacy Officer 


• Name:  Bong-Jo Kim 
• Department: IT Department (Information System Division), Head 
• Contact information: KR-EXP-Privacy@dhl.com 


 
2. Department in charge of personal information protection 


• Department: IT Department (Information System Division) 
• Telephone: 02-710-8368 
• Contact information: KR-EXP-Privacy@dhl.com  


 
Article 12 (Installation and Operation of Visual Information Processing Devices) 
 
The Company installs and operates visual information processing devices (“CCTVs”) as follows: 
 
1. Grounds and purposes of installing CCTVs: to ensure the safety of the Company’s equipment 


(safety of facilities), to prevent fire, to prevent crime, etc. 
 
2. Number of CCTVs installed, area of installation and scope of recording: The number of 


CCTVs installed is 996, CCTVs are installed inside and outside major facilities operated and 
managed by the Company, including lobby, entrance and emergency exit, and all areas of the 
major facilities are recorded. 


 
3. Responsible manager, department in charge and person with the right to access visual 


information: The Company has the following responsible manager to protect visual 
information and handle complaints related to personal visual information: 
 


Classification Name Title Department Contact 
Information 


Responsible 
manager 


Manager of 
each service 


center 
Head of Center 


Business 
Affairs 


Department 


Main number 
of each service 


center 



mailto:KR-EXP-Privacy@dhl.com

mailto:KR-EXP-Privacy@dhl.com
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Person with 
access right 


Manager of 
each service 


center 
Head of Center 


Business 
Affairs 


Department 


Main number 
of each service 


center 
 
4. Recording time, retention period, place for storage and method of processing visual 


information: 
 


• Recording time: 24 hours 
• Retention period: 30 days (30 days for CCTVs installed at sales service branches) 
• Place for storage: The recorded visual information is stored in a separate place with a lock 


located at each facility operated and managed by the Company. 
• Method of processing: The Company records and manages matters concerning the use of 


personal visual information for other purposes, provision to a third party, destruction, 
requests for access, etc. and permanently deletes (shreds or incinerates in the case of 
printouts) personal visual information in an irrecoverable manner upon expiration of the 
retention period. 


 
5. Method of verifying visual information and place of verification: You may verify visual 


information by requesting the person responsible for the maintenance and repair of each 
facility, and such information may be verified at a separate place of each facility with a lock. 
(If a customer or a third party who is not the Company’s responsible manager or employee 
requests access to visual information, such visual information may be provided and verified 
after obtaining final approval from the Chief Privacy Officer.) 


 
6. Measures taken upon the Data Subject’s request for access to visual information, etc.: If you 


wish to access, confirm the existence of or delete visual information, you may request the 
Company at any time; provided, however, that the foregoing shall be limited to footages that 
record your visual information and any visual information that is clearly necessary for the 
urgent need to protect the life, body or property of the Data Subject. If you request access to, 
confirmation of the existence or deletion of visual information, the Company will take 
necessary measures without delay. 
 
However, the Company may refuse to take such measures despite the request for access to, 
confirmation of the existence or deletion of visual information in any of the following events, 
in which case the Company will notify the reason for refusal in writing, etc. within 10 days: 
 
• If visual information has been destroyed due to the lapse of the retention period; 
• If access to or disclosure of visual information is likely to infringe upon privacy of others; 
• If the request causes serious disruption to criminal investigation, maintenance of public 


prosecution, proceeding with a trial, etc.; or 
• If there is any other justifiable reason to refuse your request for access, etc. 


 
7. Technical, administrative and physical measures to protect visual information: The Company 


is taking security measures required by the PIPA and other applicable laws and regulations, 
including the following: 
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• Technical measures
- The Company is applying technical controls to prevent access by unauthorized users.
- The Company is carrying out monitoring to prevent accidents that may occur inside


and outside the Company.


• Administrative measures
- The Company strictly prohibits arbitrary access, reproduction, removal, etc. of


information recorded and collected by CCTVs.
- The Company complies with administrative protection measures under this Privacy


Policy.


• Physical measures
- CCTV recording equipment is kept separately in a designated restricted area, and


access to such area is strictly controlled.


Article 13 (Remedies for Infringement of Rights) 


In order to seek remedies for personal information infringement, the Data Subjects may apply for 
consultation with the Personal Information Dispute Mediation Committee, the Personal 
Information Infringement Reporting Center under the Korea Internet & Security Agency, etc. 


Please contact the following institutions for other reports and consultations on personal 
information infringement: 


1. Personal Information Dispute Mediation Committee: 118 (no area code required)
2. Information Protection Mark Certification Committee: +82-2-580-0533~4
3. Cyber Crime Investigation Team of the Supreme Prosecutors’ Office: +82-2-3480-3573
4. Cyber Terror Response Center of the National Police Agency: +82-2-1566-0112


Article 14 (Amendments to Privacy Policy) 


This Privacy Policy shall take effect from the effective date.  If any addition, deletion or 
correction is made to this Privacy Policy pursuant to applicable laws and regulations and the 
guidelines on the provisions of this Privacy Policy, the Company will disclose such amendment 
in the manner prescribed by applicable laws and regulations. 


※ History of establishment and amendment of this Privacy Policy
No. Date of Establishment 


and Amendment 
Details Direct Link 


1 December 29, 2017 Established the Company’s 
Privacy Policy See attachments


2 December 15, 2018 Reflected changes in service See attachments
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providers 


3 September 1, 2021 


Added Article 12 and 
reflected changes in service 


providers pursuant to the 
amended PIPA 


See attachments


4 October 6, 2021 Reflected changes in service 
providers 


*   *          * 












DHL Korea Ltd. 
 


Personal Information Management Policy (V1.1) 
 
DHL Korea Ltd. (www.dhl.co.kr, the “Company” or “DHL Korea”) abides by the 


provisions applied to information and communications service providers under the laws 


related to protection of personal information, including the Personal Information Protection 
Act (the “PIPA”), the Act on Promotion of Information and Communication Network 


Utilization and Information Protection, etc. (the “APIC”), and the Use and Protection of 


Credit Information Act.  
 


For the purpose of the foregoing, DHL Korea implements and operates this Personal 


Information Management Policy (the “Management Policy”) pursuant to Article 30 of the 
PIPA and Article 27-2 of the APIC in order to protect personal information and the rights of 


the subjects of relevant personal information (the “Information Subject”) and smoothly 


handle and manage complaints raised by Information Subjects.  
In case of amending this Management Policy, the Company shall notify any amendments on 


the Company’s website.  


 
This Management Policy shall be amended as follows and take effect from December 15, 


2018.  


 


Article 1 Purpose of Handling Personal Information  
 


The Company shall handle personal information for the purposes described below. The 
Company shall not use any personal information which the Company handles for purposes 


other than those described below. If the purpose of use is changed, the Company will take 


adequate measures including obtaining a separate consent pursuant to Article 18 of the 
PIPA and Article 24 of the APIC  


 


1. Providing of Services  
 


The Company handles personal information for purposes of verification of the 


identity of the customer, providing of contents, reservation for delivery, delivery 
of products, sending of contracts and invoices, providing of customized services, 


settlement and calculation of payables, responding to customers’ inquiries and 


requests related to delivery, providing of updates and materials.  
 


2. Handling complaints 


 
The Company handles personal information for purposes of verification of the 


identity of the customer who raises complaint and the details of the relevant 


complaint, communication and notice for the purpose of inspecting facts, 
notification of the result, etc.  


 


3. Marketing and Promotional Activities 
 


The Company handles personal information for purposes of general marketing 







activities including providing of information related to the Company’s services 
via telephone, SMS, e-mail or DM, conducting promotional events or other 


various events, etc.  


 
4. Management of Visitors and Mails  


 


The Company handles personal information for purposes of providing visitor’s 
cards to prevent unauthorized entrance to the offices, management of visitors, 


prevention of security accidents and terrorist activities, and understanding 


circumstances in case of accidents.  


 


Article 2 Personal Information to be Handled  
 
The Company shall collect the minimum personal information necessary to provide various 


services as follows:  


 
1. Title of the Personal Information File: general information related to inquiries on 


delivery services  


 Contents of personal information (mandatory): name, e-mail 


 Contents of personal information (optional): telephone number, 


company, department  


 Manner of collection: via company website, telephone / e-mail  


 
2. Title of the Personal Information File: general information regarding delivery 


services  


 Contents of personal information (mandatory): name of the sender 
and recipient , country, company, email, address, telephone number  


 Contents of personal information (optional): title, department  


 Manner of collection: via the DHL shipping Solutions / telephone / 
e-mail / document etc.  


 
3. Title of the Personal Information File: general information regarding Passport 


delivery service  


 Contents of personal information (mandatory): residential country, 
consulate, applicant name, passport owner (name, date of birth), 


telephone  number, e-mail 


(If Credit card selected as Payment method) Card company, Card 


number, Expiry date 


 Manner of collection: via company website  


 


4. Title of the Personal Information File: general information regarding partnership 
companies  


 Contents of personal information (mandatory): name, company 


name, business registration number, bank account number, address  


 Contents of personal information (optional): name of the person in 


charge, telephone number, email, fax number  


 Manner of collection: via e-mail / document  


 







5. Title of the Personal Information File: general information of job applicants  
 Contents of personal information (mandatory): name, address, 


telephone number, mobile phone number, e-mail, educational 


background, military service record, disability, other matters 
provided by the relevant applicant in his/her cover letter and 


resume  


 Contents of personal information (optional): information related to 


family members, certificates, work experiences, language skills, etc.  


 Manner of collection: via company website and e-mail  


 
 


6. Title of the Personal Information File: general information regarding campaigns 


or event landing pages  
 Contents of personal information (mandatory): name, e-mail, address 


of the company, mobile phone number  


 Manner of collection: via webpages for the campaigns  


 


 


7. Title of the Personal Information File: other automatically generated information  
 Contents of personal information (mandatory): access IP information, 


cookies, service use record, access log.  


 Manner of collection: via tool for collecting generated information  


 
8. Title of the Personal Information File: import clearance  


 Contents of personal information (mandatory): nationals – recipient’s 


name, personal customs code, address, telephone number, e-mail / 
foreigners - recipient’s name, address, telephone number, e-mail 


 Manner of collection: via e-mail  


 
9. Title of the Personal Information File: Voice of Customers  


 Contents of personal information (mandatory): name, mobile phone 


number, e-mail  


 Contents of personal information (optional): telephone number, 


address, company name, waybill number, account number 


 Manner of collection: via company website 


 


10. Title of the Personal Information File: Visited outbound shipment customer 
 Contents of personal information (mandatory): name, e-mail,  


phone number, address  


 Manner of collection: via document 


 


Article 3 Handling and Retention Period of Personal Information 


 


① The Company shall retain and use personal information related to providing of 
services for the period provided under the applicable laws or specified in the letter of 


consent of the relevant Information Subject at the time of collecting the relevant 
personal information, or from the date of the letter of consent for use and collection to 







the date on which the purpose of handling the personal information is satisfied; 
provided, that the Company may retain and use the personal information after the 


expiration of the applicable retention period for the sole purpose of handling 


complaints and performing obligations under the applicable laws.  


② In principle, each personal information shall be handled and retained until completion 


of the delivery of the services and of settlement and calculation of payables; provided, 
that in the following cases, the Company shall handle and retain the relevant personal 


information until the relevant cause for retention is terminated:  


 
1. In cases where investigation or inspection is ongoing for a violation of applicable 


law, until the completion of the investigation or inspection  


 
2. Records on transactions such as labeling advertising, terms and performance of a 


contract, in accordance with Article 6 of the Enforcement Decree of the Act on 


Consumer Protection in Electronic Commerce, etc.  
 Records on labeling advertising: six (6) months  


 Records on revocation of a contract or an offer, payment of price or 
providing of goods: five(5) years  


 Records on customer complaints or dispute resolutions: three (3) 
years (provided, that, records on claims shall be retained for five (5) 


years)  


 


3. Records on telecommunications, in accordance with Article 41 of the 
Enforcement Decree of the Protection of Telecommunications Secrets Act  


 Records on date of telecommunications, opening time and closing 


time, registration number of the counterparty, points used, tracking 
records on the location of the base station used in the 


telecommunication: one (1) year  


 Records on computer communication, internet log, tracking records 


on the location of access: three (3) months  


 


4. Records on identification, in accordance with Article 29 of the Enforcement 


Decree of the APIC, for six (6) months after removal of posting on the bulletin 
board  


 


5. Evidential records of transactions, in accordance with Article 85-3(2) of the 
Framework Act on National Taxes, Article 116(1) of the Corporate Tax Act, 


Article 31 of the Value-added Tax Act, etc., for five (5) years after the report 


deadline.  
 


6. Request letter for change of payment terms and confirmation letters from 


recipients, one (1) year and six (6) months after submission to the Ministry of 
Strategy and Finance.  


 


7. Records of management of visitors (their entrance) and mails, for one (1) year.  
 


Article 4 Providing Personal Information to Third Parties 


 







① In principle, the Company shall handle the personal information of Information 
Subjects within the scope of purposes set forth in Article 1 of this Management Policy. 


The Company shall not handle or provide to third parties any personal information 
beyond the originally intended scope if not for cases provided under Articles 17 and 


18 of the PIPA and Articles 22 and 24-2 of the APIC (prior consent from the relevant 


Information Subject, exceptional legal provision, etc.)  


 
② The Company provides personal information to third parties as follows  


Transferee Purpose of Use of 


Personal 


Information by 


Transferee 


Contents of 


Personal 


Information 


Transferred 


Period for Maintaining 


and Use 
of Transferee 


Korea Customs 


Service (125) 


Imposing/collectin


g duties and tax, 
Declaration of 


shipment 


Name, E-mail 


address, contact 
number (office, 


home, mobile, fax), 


address (home, 
office) 


Until fulfillment of the 


purpose 


National Tax 


Service (126) 


Imposition, 


exemption, and 
collection of 


various taxes, 


including V.A.T. 


Name, E-mail 


address, contact 
number (office, 


home, mobile, fax), 


address (home, 
office) 


Until fulfillment of the 


purpose 
 


 


Article 5 Outsourcing of Handling of Personal Information 


 


① The company shall outsource the handling of personal information for the purpose of 
effective management of the affairs related to the personal information as follows. 


 


Outsourcing Company  Outsourced services  


Deutsche Post AG (Germany) Overseas shipping 


Affiliates of Deutsche Post DHL 


Group (subprocessors)  


 
For full list of affiliates, please refer 
to full list 


Overseas shipping 


Korean Air 


Asiana Air 


Polar Airline 


China Southern Airlines (Raon Air) 


Shandong Airlines (Borim T&L) 


Dalavia-Far East 
AF-KL Cargo 


Air Incheon 


Airbridgecargo 
Emirates Airline 


Overseas shipping 



https://www.logistics.dhl/kr-en/home/country-selector.html





Aeroflot Airlines 


Miat Mongolian (iforward) 
Etihad Cargo 


China Airlines 


Deutsche Post DHL Group IT Center 
Overseas, DHL IT Services 


Data processing and storage 


UnSeo Customs Co. Ltd. Customs brokerage service 


DHL Asia Pacific Finance Shared 


Services Center 


Registration and management and retention of 


partner companies 


I2S Printing and shipping 


Humming IMC 


Purple INC 


Events, shipping prize 


KyoungDong R&D 
AnyQuick 


Volt Technology 


Hana fine logistics 
Hayoung 


DongBang Transport Logistics Co 


Ltd 
Jeju Air Ocean 


DaDa Global 


Baeg Ma Logistics 


Ilyang Logisticts 


CVS Net (GS25) 


Aeris Korea 
Korail Networks 


Mirae 


Ducksoo 


Domestic transportation 


Biztalk 
iHeart 


Mobile messages (SMS) transmission 


Midas IT Development and maintenance for the HR 


recruit site 


NICE AMC Debt collection service 


Global Collect B.V. (Ingenico) 


KGInicis 


Credit card payment processing 


Eber Membership point management 


 







② Upon entering into an outsourcing agreement, the Company shall specifically set forth 
the matters, including without limitation prohibition of handling of personal 


information for purposes other than performing the outsourced services, technical and 
managerial protection measures, management and supervision of the outsourcing 


company, matters related to the compensation for damages and suboutsourcing in the 


agreement or other relevant documents in accordance with Article 26 of the PIPA and 
Article 25 of the APIC in connection to such outsourcing, and supervise the 


outsourcing company to safely handle personal information. 


 


③ In case of change in the outsourced affairs or outsourcing companies, the Company 


shall immediately notify such change via this Management Policy. 


 


Article 6 Rights and Obligations of Information Subjects and their Legal Agents, and 


Performance thereof 


 


① An Information Subject and a legal agent may exercise the following rights related to 
protection of personal information on behalf of himself/herself or the concerned child 


under age of 14: 


1. Request to access personal information; 
2. Request to correct personal information (in case of errors, etc.) 


3. Request to remove personal information; and 


4. Request for suspension of handling personal information. 
 


② The rights set forth in Paragraph 1 may be exercised by in writing, via telephone, e-
mail, fax, etc., and the Company shall immediately take necessary measures after 


verifying the identity of the relevant Information Subject.  


 


③ If an Information Subject or a legal agent requires for removal or correction of any 


errors in personal information related to himself/herself or the concerned child under 
age of 14, then the Company shall not use or provide the relevant personal 


information until the correction or deletion is completed. The Company shall 


immediately rectify any wrongful use or providing of personal information upon 
detecting the same.  


 


④ Rights set forth in Paragraph 1 may be exercised through a legal agent (legal 
representative, proxy, etc.). In such case, a power of attorney in the form as prescribed 


in APPENDIX 11 of the Enforcement Rules to the PIPA shall be submitted to the 
Company.  


 


⑤ No Information Subject shall infringe any personal information and privacy of 


him/herself or a third party which the Company is handling, in violation of the 


applicable laws including the PIPA or the APIC.  
 


Article 7 Destruction of Personal Information 


 


⑥ Unless there is a justifiable cause under Article 6 of the Enforcement Decree of the Act 


on Consumer Protection in Electronic Commerce, etc., Article 41 of the Enforcement 







Decree of the Protection of Communications Secrets Act, Article 29 of the Enforcement 
Decree of the Act on Promotion of Information and Communications Network 


Utilization and Information Protection, etc., or any other law to retain personal 


information, the Company shall destroy the concerned personal information within 5 
days after the expiration of the applicable retention period. 


 


⑦ In case where the Company shall, pursuant to any other law, retain personal 
information after the expiration of the applicable retention period or satisfaction of the 


purpose of handling the relevant personal information, the Company shall transfer the 
relevant personal information into a separate DB or store the same in a separate 


storage location. 


 


⑧ The Company shall select personal information which shall be destroyed, and destroy 


the selected personal information upon approval of the Personal Information 
Protection Manager. 


 


⑨ Electronic files containing personal information shall be destroyed in a technical 
manner that does not allow restoration of the personal information, and print-outs 


containing personal information shall be shredded or burnt. 
 


Article 8 Procurement Measures for the Safety of Personal Information 
 
The Company shall take technical, managerial and physical measures necessary in 


accordance with Article 29 of the PIPA and Article 28 of the APIC as follows: 


 
1. Managerial Measures: Implementation and operation of the Personal 


Information Internal Management Plan, minimization and training of employees 


who handle personal information 
 


2. Technical Measures: Security measures using technology including encryption, 


installation of security devices, measures to prevent fabrication/falsification of 
access record, measures to prevent computer viruses such as installation and 


operation of vaccine programs 


 
3. Physical Measures: Restriction and control of access to computer room, 


documentation storage room, etc. 


 


Article 9 Installation, Operation and Refusal of Devices that Automatically Collect 


Personal Information 


 


① The Company shall use ‘cookies’ which saves and loads user information in order to 


provide optimized information to the website users by collecting and analyzing types 
of visits and uses of the websites, and the number of users. 


 


② The website users may choose whether or not to install the cookie. Therefore, the users 
may allow every cookie to be saved, confirm each time when a cookie is saved, or 


refuse to save any cookie by changing the option on the web browser. 







 


Article 10 Personal Information Protection Manager 


 


The Company appoints a personal information management/protection manager and 
working-level officer in order to protect personal information and handle any complaints 


related to the personal information in accordance with Article 31(1) of the PIPA and Article 


27 of the APIC as follows: 
 


1. Personal information protection officer 


 Department: IT 


 Contact information: selhelpdesk@dhl.com 


 


2. Personal Information Protection Department 
 Department: Security team 


 Contact information: krsid@dhl.com 


 


Article 11 Installation and Operation of Visual Data Processing Equipment 
 


The Company shall install and operate visual data processing equipment as follows: 


 
1. Reasons for and purpose of installation visual data processing equipment: 


Securing the safety of the Company’s facilities and preventing fire, etc.  


 
2. Place of installations and locations filmed : installed inside and outside of the 


major facilities of the Company such as lobby, entrances and emergency exits; 


entire spaces of the major facilities are filmed  


 


3. Management officer, department in charge and the person who has right to 


access visual data: Manager of Security team  
 


4. Time of filming, retention period, storage place and methods of handling visual 


data  
 Time of filming: 24 hours 


 Retention period: 30 days (no more than 30 days in cases of CCTVs 


installed on sales services points, no more than 24 hours if installed in 
customer centers) 


 Storage place and handling methods: Maintenance manager of each facility 
or a delegated person shall separately retain and handle the relevant visual 


data. 


 
5. How and where to review visual data: by request to the maintenance manager of 


each facility  


(If a customer or other person who is not an officer or an employee of the 
Company requests for visual data, the relevant visual data shall be provided and 


confirmed upon the final approval of Personal Information 


Management/Protection Manager.)  







 
6. Measures to be taken in relation to request made by Information Subject to 


access visual data: The request shall be made via a “request to accessconfirm 


existence of personal information,” and access is allowed only when the 
concerned Information Subject is filmed or if evidently necessary for interests of 


life, body and properties of the concerned Information Subject.  


 
7. Technical, managerial and physical measures to protect the visual data: 


establishment of the Personal Information Internal Management Plan, restriction 


and control of access to visual data, implementation of technologies related to 
saving and transferring visual data, retention of handling record and measures 


to prevent falsification and fabrication of the same, and acquiring of storage 


facilities and installation of locking devices.  
 


Article 12 Remedies against Infringement of Rights 
 
The Information Subjects may apply for consultations to the Personal Information Dispute 


Resolution Committee, Personal Information Infringement Reporting Center of the Korea 


Internet Security Agency, etc. in order to remedy infringement of personal information.  
With regard to other reports on infringement of personal information and counseling, please 


contact the following organizations:  


 
1. Personal Information Dispute Resolution Committee: (without area code) 118;  


2. Personal Information Protection Mark Certification Committee: +82-2-580-


0533~4  
3. Supreme Prosecutors’ Office, Cybercrime Investigation Division: +82-2-3480-


3573  


4. National Policy Agency, Cyber Terror Response Center: +82-2-1566-0112  
 


Article 13 Amendment of Personal Information Management Policy 
 
This Management Policy shall come into effect from the implementation date. In case of any 


insertion, deletion or correction is made in accordance with the applicable laws and 


guidelines to the provisions of this Management Policy, the Company shall make notice of 
such modification no later than 7 days prior to the implementation date of the modified 


provisions. 








DHL Korea Ltd. 
 


Personal Information Management Policy (V0.3) 
 


DHL Korea Ltd. (www.dhl.co.kr, the “Company” or “DHL Korea”) abides by the 
provisions applied to information and communications service providers under the laws 
related to protection of personal information, including the Personal Information Protection 
Act (the “PIPA”), the Act on Promotion of Information and Communication Network 
Utilization and Information Protection, etc. (the “APIC”), and the Use and Protection of 
Credit Information Act. 
 
For the purpose of the foregoing, DHL Korea implements and operates this Personal 
Information Management Policy (the “Management Policy”) pursuant to Article 30 of the 
PIPA and Article 27-2 of the APIC in order to protect personal information and the rights of 
the subjects of relevant personal information (the “Information Subject”) and smoothly 
handle and manage complaints raised by Information Subjects. 
 
In case of amending this Management Policy, the Company shall notify any amendments on 
the Company’s website. 
 
This Management Policy shall be amended as follows and take effect from December 29, 
2017. 
 
Article 1 Purpose of Handling Personal Information 
 
The Company shall handle personal information for the purposes described below. The 
Company shall not use any personal information which the Company handles for purposes 
other than those described below. If the purpose of use is changed, the Company will take 
adequate measures including obtaining a separate consent pursuant to Article 18 of the 
PIPA and Article 24 of the APIC 
 


1.  Providing of Services 
 
The Company handles personal information for purposes of verification of the 
identity of the customer, providing of contents, reservation for delivery, delivery of 
products, sending of contracts and invoices, providing of customized services, 
settlement and calculation of payables, responding to customers’ inquiries and 
requests related to delivery, providing of updates and materials. 


 
2. Handling complaints 


 
The Company handles personal information for purposes of verification of the 
identity of the customer who raises complaint and the details of the relevant 
complaint, communication and notice for the purpose of inspecting facts, 
notification of the result, etc. 
 


3. Marketing and Promotional Activities 
 
The Company handles personal information for purposes of general marketing 
activities including providing of information related to the Company’s services via 







telephone, SMS, e-mail or DM, conducting promotional events or other various 
events, etc. 
 


4. Management of Visitors and Mails 
 
The Company handles personal information for purposes of providing visitor’s 
cards to prevent unauthorized entrance to the offices, management of visitors, 
prevention of security accidents and terrorist activities, and understanding 
circumstances in case of accidents. 


 
Article 2 Personal Information to be Handled 
 
The Company shall collect the minimum personal information necessary to provide various 
services as follows: 
 


1. Title of the Personal Information File: general information related to inquiries on 
delivery services 


 Contents of personal information (essential): name, e-mail 
 Contents of personal information (selective): telephone number, company, 


department 
 Manner of collection: via the company website, telephone / e-mail 


 
2. Title of the Personal Information File: general information regarding delivery 


services 
 Contents of personal information (essential): name of the sender and 


recipient , country, company, email, address, telephone number 
 Contents of personal information (selective): title, department 
 Manner of collection: via the DHL shipping Solutions / telephone / e-mail / 


document etc. 
 


3. Title of the Personal Information File: general information regarding Urgent 
Passport delivery service 


 Contents of personal information (essential): name of the customer who 
applied for the service, name of the customer who raised complaint, date of 
birth, telephone number, e-mail, country 


 Contents of personal information (selective): credit card number in case of 
credit card payment 


 Manner of collection: via the company website 
 


4. Title of the Personal Information File: general information regarding partnership 
companies 


 Contents of personal information (essential): name, company name, business 
registration number, bank account number, address 


 Contents of personal information (selective): name of the person in charge, 
telephone number, email, fax number 


 Manner of collection: via e-mail / document 
 


5. Title of the Personal Information File: general information of job applicants 
 Contents of personal information (essential): name, address, telephone 


number, mobile phone number, e-mail, educational background, military 







service record, disability, other matters provided by the relevant applicant in 
his/her cover letter and resume 


 Contents of personal information (selective): information related to family 
members, certificates, work experiences, language skills, etc. 


 Manner of collection: via company website and e-mail 
 


6. Title of the Personal Information File: general information of employees 
 Contents of personal information (essential): name, resident registration 


number, address, telephone number, mobile phone number, e-mail, 
educational background, military service record, health record, driver’s 
license(acquired or not), fluency in English, place of family registry, religion, 
salary information, performance assessment information, etc. 


 Manner of collection: provided via documents or automatically collected 
during employment 
 


7. Title of the Personal Information File: general information regarding campaigns or 
event landing pages 


 Contents of personal information (essential): name, e-mail, address of the 
company, mobile phone number 


 Manner of collection: via webpages for the campaigns 
 


8. Title of the Personal Information File: general information regarding verification for 
postal receipt in case a recipient visits a DHL office 


 Contents of personal information (essential): identification card (resident 
registration card, passport, driver’s license) of the recipient 


  Manner of collection: receive in person or copy the same (first six numbers 
of the resident registration card) 
 


9. Title of the Personal Information File: other automatically generated information  
 Contents of personal information (essential): access IP information, cookies, 


service use record, access log. 
 Manner of collection: tool for collecting generated information 


 
10. Title of the Personal Information File: import clearance 


 Contents of personal information (essential): nationals – recipient’s name, 
unique customs code, address, telephone number / foreigners - recipient’s 
name, nationality, passport number, address, telephone number 


 Contents of personal information (selective): e-mail, telephone number 
 Manner of collection: e-mail 


 
Article 3 Handling and Retention Period of Personal Information 
 


① The Company shall retain and use personal information related to providing of services 
for the period provided under the applicable laws or specified in the letter of consent of 
the relevant Information Subject at the time of collecting the relevant personal 
information, or from the date of the letter of consent for use and collection to the date on 
which the purpose of handling the personal information is satisfied; provided, that the 
Company may retain and use the personal information after the expiration of the 
application retention period for the sole purpose of handling complaints and 







performing obligations under the applicable laws. 
 


② In principle, each personal information shall be handled and retained until completion 
of the delivery of the services and of settlement and calculation of payables; provided, 
that in the following cases, the Company shall handle and retain the relevant personal 
information until the relevant cause for retention is terminated: 


 
1. In cases where investigation or inspection is ongoing for a violation of applicable 


law, until the completion of the investigation or inspection 
 


2. Records on transactions such as labeling·advertising, terms and performance of a 
contract, in accordance with Article 6 of the Enforcement Decree of the Act on 
Consumer Protection in Electronic Commerce, etc. 


 Records on labeling·advertising: six (6) months 
 Records on revocation of a contract or an offer, payment of price or 


providing of goods: five(5) years 
 Records on customer complaints or dispute resolutions: three (3) years 


(provided, that, records on claims shall be retained for five (5) years) 
 


3. Records on telecommunications, in accordance with Article 41 of the Enforcement 
Decree of the Protection of Telecommunications Secrets Act 


 Records on date of telecommunications, opening time and closing time, 
registration number of the counterparty, points used, tracking records on the 
location of the base station used in the telecommunication: one (1) year 


 Records on computer communication, internet log, tracking records on the 
location of access: three (3) months 
 


4. Records on identification, in accordance with Article 29 of the Enforcement Decree 
of the APIC, for six (6) months after removal of posting on the bulletin board 
 


5. Evidential records of transactions, in accordance with Article 85-3(2) of the 
Framework Act on National Taxes, Article 116(1) of the Corporate Tax Act, Article 
31 of the Value-added Tax Act, etc., for five (5) years after the report deadline. 
 


6. Request letter for change of payment terms and confirmation letters from recipients, 
one (1) year and six (6) months after submission to the Ministry of Strategy and 
Finance. 
 


7. Records of management of visitors (their entrance) and mails, for one (1) year.  
 


Article 4 Providing Personal Information to Third Parties  
 


① In principle, the Company shall handle the personal information of Information Subjects 
within the scope of purposes set forth in Article 1 of this Management Policy.  The 
Company shall not handle or provide to third parties any personal information beyond 
the originally intended scope if not for cases provided under Articles 17 and 18 of the 
PIPA and Articles 22 and 24-2 of the APIC (prior consent from the relevant Information 
Subject, exceptional legal provision, etc.)   
 







② The Company provides personal information to third parties as follows 
 


 Transferee 


Purpose of Use of 
Personal 


Information by 
Transferee 


 Contents of Personal 
Information Transferred 


Period for 
Maintaining and Use 


of Transferee 


Deutsche Post 
DHL (DHL 
Korea is an 
affiliate 
company in the 
group) 


Overseas shipping 
and customer 
management 


Name, country, 
company, telephone 
number, address, etc. 


From the day 
personal information 
is provided until the 


day the relevant 
consent is withdrawn 


or the purpose of 
providing personal 


information is 
satisfied.  


Korea 
Employment 
Agency for the 
Disabled (02-
6320-7056) 


Managing 
employment of 


disabled and 
employment training  


Information related to 
disabilities 


Until achieving the 
purpose of use of 


personal information 


 


 


Article 5 Outsourcing of Handling of Personal Information 


 


① The company shall outsource the handling of personal information for the purpose of 


effective management of the affairs related to the personal information as follows. 


 


Outsourcing Company Outsourced services 
Outsourcing 


Period 


Deutsche Post DHL Group IT Center 
Overseas 


Management and retention 


of information 


From the day 


personal 


information is 


provided until 


the day the 


relevant consent 


is withdrawn or 


the purpose of 


providing 


personal 


information is 


satisfied. 


UnSeo Customs Agency Customs 


DHL Asia Pacific Finance Shared 
Services Center 


Registration and 
management 
and retention of 
partnership 
companies 


 


② Upon entering into an outsourcing agreement, the Company shall specifically set forth 







the matters, including without limitation prohibition of handling of personal 


information for purposes other than performing the outsourced services, technical and 


managerial protection measures, management and supervision of the outsourcing 


company, matters related to the compensation for damages and suboutsourcing in the 


agreement or other relevant documents in accordance with Article 26 of the PIPA and 


Article 25 of the APIC in connection to such outsourcing, and supervise the outsourcing 


company to safely handle personal information. 


 


③ In case of change in the outsourced affairs or outsourcing companies, the Company 


shall immediately notify such change via this Management Policy. 


 


Article 6 Rights and Obligations of Information Subjects and their Legal Agents, and 


Performance thereof 


 


① An Information Subject and a legal agent may exercise the following rights related to 


protection of personal information on behalf of himself/herself or the concerned child 


under age of 14: 


1. Request to access personal information; 


2. Request to correct personal information (in case of errors, etc.) 


3. Request to remove personal information; and 


4. Request for suspension of handling personal information. 


 


② The rights set forth in Paragraph 1 may be exercised by in writing, via telephone, e-mail, 


fax, etc., and the Company shall immediately take necessary measures after verifying the 


identity of the relevant Information Subject. 


 


③ If an Information Subject or a legal agent requires for removal or correction of any errors 


in personal information related to himself/herself or the concerned child under age of 14, 


then the Company shall not use or provide the relevant personal information until the 


correction or deletion is completed. The Company shall immediately rectify any 


wrongful use or providing of personal information upon detecting the same. 


 


④ Rights set forth in Paragraph 1 may be exercised through a legal agent (legal 


representative, proxy, etc.). In such case, a power of attorney in the form as prescribed in 


APPENDIX 11 of the Enforcement Rules to the PIPA shall be submitted to the Company. 


 


⑤ No Information Subject shall infringe any personal information and privacy of 


him/herself or a third party which the Company is handling, in violation of the 


applicable laws including the PIPA or the APIC. 







 


Article 7 Destruction of Personal Information 


 


① Unless there is a justifiable cause under Article 6 of the Enforcement Decree of the Act 


on Consumer Protection in Electronic Commerce, etc., Article 41 of the Enforcement 


Decree of the Protection of Communications Secrets Act, Article 29 of the Enforcement 


Decree of the Act on Promotion of Information and Communications Network 


Utilization and Information Protection, etc., or any other law to retain personal 


information, the Company shall destroy the concerned personal information within 5 


days after the expiration of the applicable retention period. 


 


② In case where the Company shall, pursuant to any other law, retain personal 


information after the expiration of the applicable retention period or satisfaction of the 


purpose of handling the relevant personal information, the Company shall transfer the 


relevant personal information into a separate DB or store the same in a separate storage 


location. 


 


③ The Company shall select personal information which shall be destroyed, and destroy 


the selected personal information upon approval of the Personal Information Protection 


Manager.  


 


④ Electronic files containing personal information shall be destroyed in a technical manner 


that does not allow restoration of the personal information, and print-outs containing 


personal information shall be shredded or burnt. 


 


Article 8 Procurement Measures for the Safety of Personal Information 


 


The Company shall take technical, managerial and physical measures necessary in 


accordance with Article 29 of the PIPA and Article 28 of the APIC as follows: 


 


1. Managerial Measures : Implementation and operation of the Personal Information 


Internal Management Plan, minimization and training of employees who handle 


personal information 


 


2. Technical Measures: Security measures using encrypting technology including 


encryption of distinctive personal information such as resident registration number, 


alien resident registration number, driver’s license number, passport number, 


installation of security devices, measures to prevent fabrication/falsification of 


access record, measures to prevent computer viruses such as installation and 


operation of vaccine programs 







 
3. Physical Measures: Restriction and control of access to computer room, 


documentation storage room, etc. 


 


Article 9 Installation, Operation and Refusal of Devices that Automatically Collect 


Personal Information 


 


① The Company shall use ‘cookies’ which saves and loads user information in order to 


provide optimized information to the website users by collecting and analyzing types of 


visits and uses of the websites, and the number of users. 


 


② The website users may choose whether or not to install the cookie. Therefore, the users 


may allow every cookie to be saved, confirm each time when a cookie is saved, or refuse 


to save any cookie by changing the option on the web browser. 


 


Article 10 Personal Information Protection Manager 


 


The Company appoints a personal information management/protection manager and 


working-level officer in order to protect personal information and handle any complaints 


related to the personal information in accordance with Article 31(1) of the PIPA and Article 


27 of the APIC as follows: 


 


1. Personal information protection manager 


 Name: Bongjo Kim 


 Title: Manager of the Information System Headquarters  


 Contact information: Tel: +82-2-710-8361, e-mail: bongjo.kim@dhl.com, Fax: +82-


2-710-8237 


 


2. Personal Information Protection Department 


 Department: Security team 


 Name: Jaeok You 


 Contact information: Tel: +82-2-3277-8202, e-mail: jaeok.you@dhl.com, Fax: +82-


2-3277-8209 


 


3. Personal Information Protection Department 


 Department: Accounting team 


 Name: Kyuchul Shin 


 Contact information: Tel: +82-2-710-8216, e-mail: kyuchul.shin@dhl.com, Fax: 


+82-2-710-8234 


 







Article 11 Installation and Operation of Visual Data Processing Equipment  


 


The Company shall install and operate visual data processing equipment as follows: 


 


1. Reasons for and purpose of installation visual data processing equipment: Securing 


the safety of the Company’s facilities and preventing fire, etc. 


 


2. Place of installations and locations filmed : installed inside and outside of the major 


facilities of the Company such as lobby, entrances and emergency exits; entire spaces 


of the major facilities are filmed 


 


3. Management officer, department in charge and the person who has right to access 


visual data: Jaeok You of Security team 


 


4. Time of filming, retention period, storage place and methods of handling visual data 


 Time of filming: 24 hours 


 Retention period: 30 days (no more than 30 days in cases of CCTVs installed on 


sales services points, no more than 24 hours if installed in customer centers) 


 Storage place and handling methods: Maintenance manager of each facility or an 


delegated person shall separately retain and handle the relevant visual data. 


 


5. How and where to review visual data: by request to the maintenance manager of 


each facility  


(If a customer or other person who is not an officer or an employee of the Company 


requests for visual data, the relevant visual data shall be provided and confirmed 


upon the final approval of Personal Information Management/Protection Manager.) 


 


6. Measures to be taken in relation to request made by Information Subject to access 


visual data: The request shall be made via a “request to accessconfirm existence of 


personal information,” and access is allowed only when the concerned Information 


Subject is filmed or if evidently necessary for interests of life, body and properties of 


the concerned Information Subject. 


 


7. Technical, managerial and physical measures to protect the visual data: 


establishment of the Personal Information Internal Management Plan, restriction and 


control of access to visual data, implementation of technologies related to saving and 


transferring visual data, retention of handling record and measures to prevent 


falsification and fabrication of the same, and acquiring of storage facilities and 


installation of locking devices. 


 







Article 12 Remedies against Infringement of Rights 


 


The Information Subjects may apply for consultations to the Personal Information Dispute 


Resolution Committee, Personal Information Infringement Reporting Center of the Korea 


Internet Security Agency, etc. in order to remedy infringement of personal information.  


 
With regard to other reports on infringement of personal information and counseling, please 
contact the following organizations: 
 


1. Personal Information Dispute Resolution Committee: (without area code) 118; 


2. Personal Information Protection Mark Certification Committee: +82-2-580-0533~4 


3. Supreme Prosecutors’ Office, Cybercrime Investigation Division: +82-2-3480-3573 


4. National Policy Agency, Cyber Terror Response Center: +82-2-1566-0112 


 


Article 13 Amendment of Personal Information Management Policy 


 


This Management Policy shall come into effect from the implementation date. In case of any 


insertion, deletion or correction is made in accordance with the applicable laws and 


guidelines to the provisions of this Management Policy, the Company shall make notice of 


such modification no later than 7 days prior to the implementation date of the modified 


provisions. 







